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By : Basel Khaled - Mohamed El Kholy

With the connected car market forecasted to reach rev-
enues of USD 166 billion by 2025 (Statista), Ericsson’s
report - Connected Cars: Succeeding in the midst of eco-
nomic and societal transformation - takes a closer look at
the major challenges, solutions and use cases as automo-
tive Original Equipment Manufacturers (OEMs) reassess
their value to customers.
The report also highlights how new market players are
proving that a big brand name alone may not be enough to
retain customer loyalty and market share.

By capitalizing on cellular connectivity IoT, smart over-
the-air (OTA) updates can offer cost savings of up to 87
percent (according to Stout’s 2019 Automotive Defect and
Recall report) for the baseline automotive OEM described
in the report.

Instead of physically driving the car to a dealership or ser-
vice center for software updates, they could be done re-
motely, saving time and money. Optimizing data transfer to
off-peak periods will also be more cost-effective as OEMs

(Ericsson Connected Cars report highlights significant monetization opportunities for car )
manufacturers

Smartly managing connectivity and subscriptions is an-
other way for OEMs to meet drivers’ expectations of being
fully and seamlessly connected on the road, regardless of
location.The cost of installing a fixed SIM, like those found
in most mobile phones, is 10 times greater than updating an

embedded SIM (eSIM) — a programmable SIM card.

This eSIM capability gives the industry better flexibility in
controlling costs, while providing a better experience for
consumers as it would remove the complexities consumers
may face if car journeys cross multi-CSP run networks or
cross border travel. An embedded eSIM would automati-
cally handle all such requirements without the need for
changing or updating cards dependent on the scope of the
journey.

Tapping the intelligence from car data is another oppor-
tunity for auto OEMs. According to the report, the over-
all global revenue pool from car data monetization could
range from USD 450 billion to USD 750 billion by 2030.
Kyle Okamoto, General Manager, Ericsson IoT, says: ”Au-
tomakers need to strategically consider the future of their
business and capitalize on an evolving ecosystem of tech-
nology companies, information and entertainment compa-
nies, suppliers and many more players who are progressing
innovation around the Internet of Things. This interesting
report outlines how automakers can adapt and succeed in

va be able to take advantage of discounts.

the market.” J

Trend Micro launches WeDiscover Partner program

to strengthen its footprint across the MENA region

By : Nahla Makled — Mohamed EI Kholy
Trend Micro Incorporated a global leader in
cybersecurity solutions, today launched its
Channel Partner Demand Generation Program,
WeDiscover with a focus to strengthen its
market presence across the Middle East And
North Africa (MENA) region. The program is
designed to help partners leverage Trend Mi-
cro solutions while helping them differentiate
their services, build new security expertise,
and grow profitable businesses as they meet
customers’ needs in a dynamic security market.
“At Trend Micro, we aim to be creative in eve-
rything we do, and the WeDiscover partner
program in the MENA region is one such feat,”
said Moataz Bin Ali, VP & Managing Direc-
tor, Middle East and Africa (MENA) at Trend
Micro. “We are devoted to consistently provid-
ing a future-proof framework for our partners
to leverage Trend Micro solutions, resonating
with our continued efforts to secure the digi-
tal transformation journey of the region. Our
investment and dedication forefronts our com-
mitment to building an accelerated growing
hub of innovations, and protecting it through
every phase of its evolution,”

The evolved demand generation initiative pro-
vides a well-designed framework for channel
partners to identify unexplored markets, inves-
tigate newer revenue streams and accelerate
sales. WeDiscover Program Highlights Robust
commitment from Trend Micro — Seamless
collaboration among Business Management,
Sales, Marketing, and Technical teams with
our committed partners. In addition to the flex-
ibility to choose from a range of Trend Micro
solution portfolios to effectively generate op-

ISC2ZVer:

artner Demand Generation Prograg

portunities.

Maximize partner opportunities — WeDiscover
program helps partners to identify opportuni-
ties and close the deal within a period of 180
days.

Empower partner success - Comprehensive
marketing tools, co-branded collaterals, and
digital marketing support for the partner to as-
sist end-to-end customer journey effectively.
Earn Rewards & incentives - Motivate part-
ner’s team members with exciting merchan-
dise via TrendSetter partner incentive program,
WeDiscover Tools, Online rewards payouts,
enablement programs and Solution Offering
Packages.

“The Channel Partner Demand Generation Pro-
gram, WeDiscover will contribute to the suc-
cess of our partners, and enable them to dis-
cover more rewarding ways of thriving,” said
Mohamed Mrad,” Channel Director MENA,
Trend Micro “Such a collaborative initiative
with help our channel partners generate new
business whilst strengthening our network in
the region.

AVEVA Launches Comprehensive Operations Control Software

through Game-Changing User-Gentric Fiexible Model

By : Bakinam Khaled - Mohamed Helmy
AVEVA, a global leader in industrial software,
driving digital transformation and sustain-
ability, announced today that it will be mak-
ing its Operations Control solutions available
as a single subscription for the first time. This
redefines the industrial software experience,
going beyond HMI and SCADA, enabling

visory Group commented: “ARC anticipates
that the subscription model growth rate will
be significantly higher than the traditional
licensing model growth rate for purchas-
ing HMI/SCADA solutions going forward.
This shift towards the subscription model is
driven by a number of factors, including the
market seeking single converged solutions,

such as HMI/SCADA and asset

industrial organizations of all
sizes to develop collaborative
workforces, scale effectively,
and optimize operations for
agility and efficiency.

From IloT architectures and
cloud-driven remote edge
management to multi-site su-
pervisory control, AVEVA™
Operations Control software
will be available via a flexible
user-centric model, through
the AVEVA™ Flex Subscrip-
tion program in three core
packages: Edge, Supervisory and Enterprise.
These core solutions provide all the neces-
sary tools for plant, field, control room, and
enterprise teams to drive actionable informa-
tion, collaborate effectively, and accelerate
operational excellence. The program also of-
fers access to add-on functionality with AVE-
VA Manufacturing Execution, and AVEVA
Insight for advanced Al and workflow man-
agement. AVEVA’s new Operations Control
software subscriptions now allow end cus-
tomers to use all of its products, the way they
want to use them.

Craig Resnlck Vice Premdent at ARC Ad-

— — —

I performance management, that
deliver great flexibility togeth-
er with edge-to-cloud integra-
tion, a capability that AVEVA
can deliver today as part of its
AVEVA Flex subscription pro-
gram.”

Rashesh Mody, SVP Moni-
toring and Control, AVEVA
said: “Our solution is enabling
teams in different physical lo-
cations to organize their opera-
tions, collaborate, and leverage
vast internal knowledge. Most importantly,
customers can now accelerate their digital
transformation journey through one simple,
agnostic subscription package.”

“With AVEVA Operations Control available

via the AVEVA Flex subscription program,
channel partners can now offer outcome-
based solutions and services to their cus-
tomers. AVEVA’s offering is unique because
it enables simple and flexible pricing — al-
lowing our channel partners to differentiate
themselves in the market and stay ahead of
the competition,” said Kerry Grimes, Head
of Global Partners at AVEVA.

OPPO rolls out its latest OPPO Reno6 series: The
Al Portrait Expert Smartphones in Egypt

By : Mohamed Shawky — Nahla Ahmed
OPPO today announced the launch of
the newest addition to the Reno series,
Reno6 and Reno6 5G, in Egypt. With
Al-enhanced video performance, the
Reno6 series is an Al portrait expert
equipped with a load of industry-lead-
ing features like the newly-introduced
Bokeh Flare Portrait Video to provide
cinematic bokeh flare effects in por-
traits, and the upgraded Al Highlight
Video, enabling customers to record
every precious moment as profession-
al-looking portrait videos. The Reno6
series also features its Iconic OPPO
Reno Glow design with ultra-slim retro
design, powerful performance, and OP-
PO’s own intelligent ColorOS 11.
Capturing portrait photos and videos
have exploded in popularity for smart-
phone users in recent years. Producing
outstanding portrait photos and videos
is what the Reno series is renowned
for over the past few years. The OPPO
Reno series currently serves more than
70 million users across the world each
month, who on average, capture over
2 billion photos and over 200 million
memories through video. Building
on top of the powerful imaging capa-
bilities found in the Reno series, the
OPPO Reno6 and OPPO Reno6 5G are
equipped with industry-leading portrait
video feature to enhance the portrait
photography experience and better cap-
tures emotions.

OPPO Reno6 features an 64MP Al
Quad Camera setup on the back and a
44MP Selfie Camera, while Reno6 5G
features an 64MP Al Triple Camera
setup on the back and a 32MP Selfie
Camera on the front. Additionally,

OPPO Reno6 5G has a dedicated color
temperature sensor that captures colors
more accurately.

Based on this powerful hardware
foundation, OPPO Reno6 and OPPO
Reno6 5G has a series of Al-enhanced
portrait video functions Bokeh Flare
Portrait Video provides a pioneer-
ing cinematic quality bokeh effect for
smartphone video. Powered by OPPO’s
over-10-million portrait dataset and Al
algorithms, Bokeh Flare Portrait Video

delivers real-time video processing
to capture portrait videos with bokeh
light spots on the background, all while
keeping the portrait subjects appear-
ing natural and bright. Available on
both the front and rear cameras, this
dream-like bokeh lighting effect can
be applied to your portrait videos with
just one click. Al Highlight Video can
automatically detect ambient light and
make video optimizations accordingly.
Whether you are shooting at night, or
with strong backlight in the day, Al
Highlight Video helps you to capture
clearer, brighter, and more vividly-
colored portrait videos.

Avanade, an Accenture and Microsoft Joint Venture,

Launches in the United Arah Emirates

By : Basel Khaled — Adel Farig
Avanade, the leading digital innovator
on the Microsoft ecosystem, today an-
nounced the launch of its business in the
United Arab Emirates (UAE), with offices
in Dubai and Abu Dhabi. Adriano Neves,
Avanade’s Sales, Industry and Client Rela-
tionships Lead in Brazil, has been appoint-
ed to lead the company’s newest entity
and will relocate from Sao Paulo to Dubai.
Established by Accenture and Microsoft
in 2000, Avanade today has 49,000 pro-
fessionals globally focused on the Mi-
crosoft ecosystem providing technology
and consulting expertise to help clients
from across industries including financial
services, oil and gas, and citizen services.
Avanade’s presence in the United Arab
Emirates represents the 26th country lo-
cation in the company’s expanding global
footprint.

Leveraging its global delivery network,
technical depth and Microsoft-focused
capabilities, Avanade will work with Ac-
centure to jointly help clients in the UAE
create exceptional experiences, build op-
erational resilience and reimagine new
business models. In the recently published

“IDC MarketScape: Worldwide Microsoft

Implementation Services 2021 Vendor As-
sessment”, Accenture and Avanade have

&5 avanade

been jointly recognized as a leader based
on current capabilities and future strate-
gies. Together, Accenture and Avanade
have been named Microsoft Global Alli-
ance SI Partner of the Year 16 times, more
than any other partner.

Adriano Neves, Avanade’s United Arab
Emirates regional lead, said: “As organi-
zations renew for the future, we want to
make a positive impact in the region by
helping our clients solve complex busi-
ness problems that are unique to their in-
dustries and realize their business goals
faster on the Microsoft platform.”

Nadya Abdulla Kamali, Accenture’s coun-
try managing director for the UAE, said:
“We are thrilled to welcome Avanade to the
United Arab Emirates. With our combined
service capabilities, global scale and joint
solution development on the Microsoft
platform, we look forward to helping our
clients drive an end-to-end digital trans-
formation of their businesses.”

By:
Peter Linder

Head of 5G Marketing
North America

Five reasons why 9G makes the dif-
ference“1-2"

5G has rapidly gained mindshare in society as a vital tech-
nology. But what makes 5G different from its predecessors?
In this blog, we describe a set of strategic choices made for
previous mobile generations of which we made a single
choice. 5G makes it possible to embrace both options, un-
locking larger opportunities earlier in the deployment cycle.
Over the last 36 months, 5G has rapidly gained mindshare
in society as a vital technology. But not all stakeholders in
industries adjacent to the telecom industry understand what
makes 5G different from its predecessors. In this blog post,
we describe a set of strategic choices made for previous
mobile generations of which we made a single choice. 5G
makes it possible to embrace both options, thereby unlock-
ing larger opportunities earlier in the deployment cycle.
The mobile industry made five strategic choices for 4G and
focused on:
* The type of users driving development, i.e., consumers
* The type of service offerings, i.e., mobile broadband
* The nature of connectivity services, i.e., universal internet
access
* Infrastructure build-out, i.e., public networks
« Initial network coverage, i.e., urban and sub-urban areas
5G extends the scope and opportunities in each of these five
factors, beyond the original choices made for 4G.
The introduction of 4G was consumer-led, with infrastruc-
ture and device technology development centered around
smartphones for consumers. Businesses adopted consumer
technology through a more visible, bring-your-own-device
(BYOD) movement. Internet of Things realizations using
4G focused on re-using technology designed for smart-
phones at a later stage of the 4G journey. Where devices
such as smart watches came after smartphones.
5G always has been a consumer AND business-led phenom-
enon. The existing consumer-led market is growing at 0.53
percent CAGR this decade, and the business-led market is
growing at 12 percent CAGR. In simple terms, the consumer
segment will remain the business foundation, and the busi-
ness segment represents the growth potential for communi-
cations service providers (CSPs).
5G gives enterprises access to a richer value proposition for
wireless connectivity. The 5G standards have prioritized
whole business use categories, such as massive [oT and
critical IoT. Service providers are transforming their market-
ing and sales teams to engage beyond selling SIM cards and
buckets of data traffic, to supporting the digital transforma-
tion of enterprises.
Mobile broadband led with its coverage and capacity capa-
bilities during the rollout of 4G infrastructure. Cellular tech-
nology, which provided internet access to mobile devices,
was dominated by smartphones, and fixed wireless 4G ap-
plications came to market once mobile broadband applica-
tions were successful in niche volumes.
5G is enhanced mobile broadband AND fixed wireless ac-
cess (FWA) led from the start. Mobile broadband to smart-
phones defines initial coverage plans and device introduc-
tion strategies. Half of the 800+ 5G devices launched to
date are smartphones. FWA using 5G comes earlier in the
deployment cycle and will play a larger role in the market.
We expect FWA to grow from 60 million in 2020 to 180
million in 2026. A mix of 4G and 5G will connect the next
100 million households, with 5G serving 70 million connec-
tions by 2026.
5G allows fixed wireless to become a powerful alternative to
wired broadband where fiber doesn’t exist and where exist-
ing copper/coax infrastructure delivers subpar performance.
5G can be rolled out faster, at a lower cost, and with a high
synergy between fixed and mobile broadband upgrades.
4G started as a homogenous business proposition, defined
around a universal internet connectivity service. All applica-
tions and all users would get equal access to the available
network capacity. Today, support for unique requirements
by business and mission-critical applications vary across 4G
networks.
g

Hamdan Bin Mohammed Smart University:
‘Remote work is a sustainable option’

By : Mohamed Helmy — Adel Farig

Remote working as a human resource policy is a sustainable
option which may help organizations keep pace with the trends
and needs of the future, according to the Hamdan bin Moham-
med Smart University (HBMSU), following the findings of a
survey study it conducted recently.

Researchers of the study provided several recommendations,
notably the need to prepare comprehensive and integrated poli-
cies that will lay the foundations for remote working and cre-
ate a culture of positivity to stimulate productivity and sustain
excellence. They have also suggested the significance of es-
tablishing policies to enhance employee welfare and improve
internal audit processes to ensure the highest levels of quality
of work.

The study is a major initiative focusing on examining the pre-
sent state of remote working as well as the future trends. This
new work model has proved to be successful in helping busi-
nesses achieve sustainability, production continuity, reduce
costs, increase employees’ loyalty to their jobs, and enhance
work-life balance - which all positively contribute to the hap-
piness of individuals and the welfare of societies.

— — — — —

| ‘Research shows that had online habits put IIIB world’s privacy in danger \

| By : Nahla Makled - Mohamed Shawky

Even though people seem to know the theory

of how to stay secure online, users all around
| the world don’t practice what they preach and

still maintain very poor cybersecurity habits,

according to research by NordVPN.
| The National Privacy Test results are fairly
satisfactory as the global score is 66 points
| out of 100, compared to 64 last year. Despite
knowing well how to assess and react to online
threats (84/100) and how to stay safe online
| (72/100), when it comes to habits, the score is
48 points out of 100.
l 24,311 respondents from 197 countries took

—_— e— e— e— — e— —

the test to celebrate International VPN Day
(August 19) and assess their online privacy

awarencss.

“This is the second year when we encour-
age people to take the National Privacy Test,
evaluate their knowledge, and then learn more
about privacy and safety on the internet. Sadly,
cybersecurity habits are not improving, and it
only shows how important it is to bring more
awareness to the topic,” digital privacy expert

at NordVPN Daniel Markuson comments.

NordVPN compared the performance of 10
countries where the number of respondents
was the highest. Germany remains the most ad-

to tolerate when faced with online threats (87),
and maintain healthy habits online (52).

counts: management of app permissions, infor- |
mation sharing on social media, understanding

vanced country (70/100) on all accounts: they

have great online privacy knowledge (73/100),

absolutely rock the understanding of what not

The US was second (68/100). Americans have
actually improved their score by one point
compared to last year, but, although their pri-
vacy and risk knowledge has improved, their
habits remain quite poor.

Habits remain the problem

The way we lead our lives online makes us
either more or less vulnerable to cybercrime.
And the habits we have formed are still not
great: 48 points out of 100 (compared to
47/100 last year).

The test evaluated users’ habits on four ac-

trade-offs of private data, and keeping digital
hygiene. |
It appears that only 37% managed their app
permission in a proper way and paid attention
to giving out only the most necessary infor-
mation. 33% knew how social media privacy
settings work and what should and should not |
be shared online. Overall, only 58% were tak-
ing their privacy seriously with using tools to
become more private online, creating strong |
passwords, and keeping general digital hy-
giene. ,

— — — m— — — —
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Signing a cooperation protocol to connect the representation device for small food

Talat: Our goal is the level of performance of government development and creating a

By: Basel Khaled — Nahla Ahmed
The Council of Ministers, the
Prime Minister, today at the
headquarters of the Council of
Ministers, the Prime Minister,
today at the headquarters of the
Council of Ministers, the signing
ceremony of a cooperation proto-
col between the Ministry of Com-
munications and Information
Technology, the Development
and Micro-Development Agency,
the Minister of Communications
and Information Technology, and
the Minister of Trade and Indus-
try.

Executive Vice President, Min-
istry of Communications, Infor-
mation Science and Affairs, and

Executive Vice President
It aims to provide a better service

‘Nigeria Smartphone Market Grows in 022021 )

By:Nahla Makled — Mohamed Helmy

Nigeria’s smartphone market grew 2.0% in unit terms
quarter on quarter (QoQ) in Q2 2021, according to the
latest figures from global technology and consulting ser-
vices firm International Data Corporation (IDC). How-
ever, the firm’s Quarterly Global Mobile Phone Tracker
also shows that feature phone shipments into the country
declined 6.4% over the same period. Feature phones ac-
counted for 51.8% of the market’s overall shipments in
Q2 2021, with smartphones responsible for the remaining
48.2% share.

The smartphone market’s growth in Q2 2021 was spurred
by vendors launching various new models, increasing
their investments in marketing activities, and shifting
their product portfolios towards entry-level and mid-
range devices. Transsion’s Tecno, Itel, and Infinix brands
dominated the country’s smartphone market in Q2 2021
with 76.9% unit share. Samsung placed second with
10.0% share, while Nokia and Xiaomi followed with re-
spective shares of 3.7% and 2.9%.

With many consumers continuing to prefer physical
stalls, smartphones sales through offline retail channels
grew 1.7% QoQ in Q1 2021. However, smartphone sales
through online channels grew 7.8% over the same period
as e-tailers in the country improved their delivery capa-
bilities, facilitated secure payments, and capitalized on
improved consumer confidence.

Feature phones continue to be the preferred secondary
device in the Nigerian market, mainly due to slow in-
frastructure development and the country experiencing
constant power outages. The major players in the feature
phone space in Q2 2021 were Tecno with 45.8% unit
share, Itel (35.1%), and Nokia (12.7%). Feature phone
shipments declined as the devices now face stiff competi-
tion from ultra-low-end smartphones in the <$100 price
segment, whose affordability makes them more attrac-
tive to consumers. The transition from feature phones to
smartphones is also accelerating as a result of more con-
sumers demanding access to the Internet.

With reduced consumer purchasing power due to the re-
percussions of the COVID-19 pandemic, the entry-level
<$200 segment of the smartphone market continued to
lead the way in Q2 2021 with 86.7% unit share,” says
George Mbuthia, a research analyst with IDC. “The af-
fordability of these models, together with improvements
in core features such as larger storage, better battery life,
and bigger screen sizes, led to an increase in sales dur-
ing the quarter. Transsion and Samsung were particularly
successful in capturing greater market share by launching
new models into this rewarding market segment.”

IDC expects Nigeria’s overall mobile phone market to
decline 7.0% QoQ in Q3 2021, with feature phone ship-
ments declining 6.0% and smartphone shipments declin-
ing 8.0%. This is due to the existence of large inventories
following high levels of shipments during the first half of
the year and the fact that borders remain closed, thereby
hindering cross-border trade. “The global chip shortage
will also affect the market, although there is still uncer-
tainty over the scale of its impact,” says Dr. Ramazan
Yavuz, a senior research manager at IDC. “Despite the
anticipated negative impact of the chip shortage, the Ni-
gerian market will rebound somewhat in Q4 2021, with
demand spurred by Black Friday and the festive period in
November and December.”

state of harmony between the various government sectors

| g T ]

services.

General...

to the beneficiaries of the Small
and Variable Small Industries

Development Authority, and to
facilitate the youth in implement-
ing projects for educational pur-
poses, by linking applications
and linking them to each other
and those that provide increase

Prime Minister, Food, General,

Explain that there is a develop-
ment in a state of development
between the different levels in
standards, the existence of stand-
ards and science is progressing.

The Ministry of Communica-
tions, the start of work, from the
only efficiency, in addition to
the service in the development
of brochures, specifications and

specifications.

For her part, and Saleh Nevin
Jameh, Minister of Trade and
Industry, the state supports the
development agency of the de-
partments that are in the roles
entrusted with the effectiveness
of their services for the targeted
projects, these bodies: the Tax
Authority, the Commercial Reg-
istry, the General Authority for
Investment and Free Zones, the
General Authority for Social In-
surance, and others.

The Minister explained, along
with preparing various reports
and statistics, issuing plans, and
starting instructions, the Ministry
of Communications.

Cooperation between ITIDA and the Arab Council for Social Responsibility:

Expanding CSR and Technology Entrepreneurship Practices

The Information Technology Industry Development Agency
(ITIDA) signed a protocol for joint cooperation with the
Arab Council for Social Responsibility, with the aim of pro-
moting social responsibility practices within the information
technology sector, and encouraging technological entrepre-
neurship to serve the community, on the sidelines of the “My
Community.Tech” forum held at the Egyptian Opera House.
This agreement comes within the framework of the author-
ity’s role to build and develop the information technology
industry and increase its competitiveness at the local and
global levels. Supporting them to identify the requirements
of the local and global labor market as well, and to provide
programs that help them meet these requirements, better
employ and develop their digital skills, and enable them to
achieve their goals.

For his part, Eng. Amr Mahfouz, CEO of the Information
Technology Industry Development Agency (ITIDA), con-
firmed that the authority intends, during the coming period,
to expand training programs for young people in foreign
languages, especially European, to work in the field of call
center services and cross-border services, which contributes

to helping young people obtain access to a job. Job opportu-
nities with rewarding returns, especially in the governorates
and without the need to move to Cairo and Alexandria, espe-
cially with the tendency of many international companies to
rely on work-from-home models.

Mahfouz indicated that the authority has graduated about
60,000 young men and women from the “Our Digital Fu-
ture” initiative, which works to develop the most in-demand
digital skills as well as self-employment skills. This is in
addition to the “She is a Pioneer” program, which is imple-
mented this year in cooperation with the Center for Entre-
preneurship and Innovation at the American University in
Cairo and works to guide and train female entrepreneurs on
methodologies and concepts for managing and following up
on emerging projects and businesses.

On her part, Dr. Randa Rizk, Secretary General of the Arab
Council for Social Responsibility, indicated that cooperation
with the authority is in line with the vision and mission of
the Arab Council to achieve more economic and societal em-
powerment for many segments of society, especially women,
youth, people with disabilities and marginalized groups, and
to create decent job opportunities for them, from Through
the localization of technology, and this is all in line with the
directions of the political leadership and the efforts made to
provide a better life for the citizen, more luxury and quality,
and to achieve Egypt’s Vision 2030.

On the other hand, Dr. Muhammad Azzam, Assistant Sec-
retary-General of the Arab Council for Social Responsibility,
stressed that this cooperation will also help in acquiring in-
dividuals with the skills necessary to enter the labor market
and deal easily and smoothly with electronic services pro-
vided by the government in various fields, to reach the com-
munity and digital economy system in accordance with the
vision of Egypt 2030, which contributes to creating new job
opportunities for youth, women and people with disabilities
through technology, as well as raising the efficiency of com-
munity service and development associations in all governo-
rates through digital transformation and technological uses.

By : Nahla Ahmed - Mohamed Shawky
Cairo, Egypt, September 7th, 2021 — With technology ad-
vancing rapidly, networks are becoming more complex
and diverse. This places an increasing demand for a net-
work deployment best suited to the needs of service pro-
viders, with quick return on investments and future-proof.
With this in mind, Ericsson has redesigned network rollout
for the 5G age with Intelligent Deployment. As the build-
ing block for optimum network life cycle management, it
connects network design, installation, integration, accept-
ance, maintenance and services evolution.

The solution comprises enablers such as artificial intel-
ligence (AI), automation and a data-driven cloud-based
architecture that support different functionalities service
providers can use such as Intelligent Site Engineering, In-
telligent Integration and Remote Access.

Intelligent Deployment will deliver the right network at
the right time and use network data for continuous de-
velopment and improvement. Data-driven and digitalized
processes allow service providers to make network man-
agement decisions quicker and more effectively to meet
market and user expectations. The integration of Al will
ensure evolution of the network with the changing times.
Nello Califano, Head of Strategy and Portfolio Manage-
ment, Ericsson Business Area Networks, says: “With our
Intelligent Deployment solution, we are vastly improving
the way we deploy networks, making it more agile, flex-
ible and responsive to customer needs. This means we can
deliver parts of our portfolio to service providers based on
(heir specific requirements. We use extensive data insights

" Ericsson hoosts Network Services portiolio with Intelli-
gent Deployment

i i e ) S
to offer new services as well as pre-empt problems when
introducing intelligent monitoring of the network even af-
ter end of deployment. By investing more in our network
services, we create better solutions for our customers.”
The solution includes outcome-based (buying professional
services), subscription-based (buying access to standalone
capabilities or to the entire offering), or a mix of both as
and when needed for the entire intelligent deployment pro-
cess or specifically for network deployment services.

This enables service providers to secure higher accuracy,
transparency and cost efficiency from site survey to ac-
ceptance, more flexibility change management and faster
time to market.

Intelligent Deployment is built on trust and data integrity,
affording service providers an end-to-end information pro-
cess, guiding the workflow at every stage of their services.

J

S

Gartner Identifies Four Trends Driving Near-Term Artificial Intelligence Innovation
Responsible Al, Small and Wide Data, Operationalization and Efficient Resource Use Will Be Key to Scaling Al Initiatives

( No.698- 15 "year Sun - 12 September 2021 )

By:
Doel Santos and Ruchna
Nigam

Palo Alto Networks

Ransomware Grouns to Watch:
Emerging Threats

As part of Unit 42’s commitment to stop ransomware at-
tacks, we conduct ransomware hunting operations to en-
sure our customers are protected against new and evolving
ransomware variants. We monitor the activity of existing
groups, search for dark web leak sites and fresh onion
sites, identify up-and-coming players and study tactics,
techniques and procedures. During our operations, we
have observed four emerging ransomware groups that are
currently affecting organizations and show signs of hav-
ing the potential to become more prevalent in the future:
AvosLocker is ransomware as a service (RaaS) that
started operations in late June, using a blue beetle logo to
identify itself in communications with victims and “press
releases” aimed at recruiting new affiliates. AvosLocker
was observed promoting its RaaS program and looking
for affiliates on dark web discussion forums and other fo-
rums. Like many of its competitors, AvosLocker offers
technical support to help victims recover after they’ve
been attacked with encryption software that the group
claims is “fail-proof,” has low detection rates and is capa-
ble of handling large files. This ransomware also has an
extortion site, which claims to have impacted six organi-
zations in the following countries: the U.S., the U.K., the
U.A.E., Belgium, Spain and Lebanon. We have observed
initial ransom demands ranging from $50,000 to $75,000.
Hive Ransomware is double-extortion ransomware that
started operations in June. Since then, Hive has impacted
28 organizations that are now listed on the group’s extor-
tion site, including a European airline company and three
U.S.-based organizations. Hive uses all tools available in
the extortion toolset to create pressure on the victim, in-
cluding the date of initial compromise, countdown, the
date the leak was actually disclosed on their site, and even
the option to share the disclosed leak on social media.
HelloKitty is not a new ransomware group; it can be
tracked as early as 2020, mainly targeting Windows sys-
tems. However, in July, we observed a Linux variant of
HelloKitty targeting VMware’s ESXi hypervisor, which
is widely used in cloud and on-premises data centers. We
also observed two clusters of activity. Across the observed
samples, some threat actors preferred email communica-
tions, while others used TOR chats for communication
with the victims. The observed variants impacted five or-
ganizations in Italy, Australia, Germany, the Netherlands
and the U.S. The highest ransom demand observed from
this group was $10 million, but at the time of writing, the
threat actors have only received three transactions that
sum up to about $1.48 million.

LockBit 2.0 (previously known as ABCD ransomware)
is a three-year-old RaaS operator that has been linked to
some high-profile attacks lately following the June launch
of a slick marketing campaign to recruit new affiliates. It
claims to offer the fastest encryption on the ransomware
market. LockBit 2.0 has impacted multiple industries —
52 victims are listed on the group’s leak site. Its victims
include organizations in the U.S., Mexico, Belgium, Ar-
gentina, Malaysia, Australia, Brazil, Switzerland, Ger-
many, Italy, Austria, Romania and the U.K.

Here, we share information we’ve gathered from our ob-
servations of the behavior of these ransomware groups to
help organizations defend against them.

.

INTEREST IN NON-FUNGIBLE TOKENS (NFTS)
ROCKETS BY 426°% IN A MONTH

By : Mohamed Helmy — Basel Khaled

The non-fungible tokens (NFTs) market is exploding in
popularity. Prior to 2021, only a small group of inves-
tors saw the potential for significant earnings in NFTs.
Yet, the course of the market took a massive turn at the
start of the year, and it does not seem to be slowing down
anytime soon.

Blockchain Centre analyzed the Google Trends platform
data and found that global interest in NFTs jumped by
426% in August 2021.

The interest in Google queries for the phrase “how to buy
NFT” on August 1, 2021, was 19, while at the end of the
month — on August 29, 2021, the score increased to 100.

Numbers represent search interest relative to the high-
est point on the chart for the given region and time. 100
points are the maximum search interest for the time and
location selected, while 0 — no interest.

Queries for “how to buy NFT” on Google reached a score
of 100, which means this is the highest volume of search-
esin 2021 YTD.

On July 30, 2021, Coca-Cola has auctioned its first non-
fungible token collectibles as a fundraiser to commemo-
rate International Friendship Day. Not to mention that
some of the most well-known names worldwide, like
Jay-Z and Katy Perry, also jumped into the market.

Such events, among others, are bringing NFTs into the
mainstream and spurring unprecedented growth.

By : Mohamed El Kholy - Basel
Khaled

Four trends on the Gartner, Inc. Hype
Cycle for Artificial Intelligence, 2021
are driving near-term artificial intel-
ligence (AI) innovation. These trends
include responsible Al; small and wide
data approaches; operationalization of

Al platforms; and efficient use of data,
model and compute resources.

“Al innovation is happening at a rapid
pace, with an above-average number of
technologies on the Hype Cycle reach-
ing mainstream adoption within two to
five years,” said Shubhangi Vashisth,
senior principal research analyst at

Gartner. “Innovations including edge
Al, computer vision, decision intel-
ligence and machine learning are all
poised to have a transformational im-
pact on the market in coming years.”
The Al market remains in an evolution-
ary state, with a high percentage of Al
innovations appearing on the upward-
sloping Innovation Trigger (see Figure
1). This indicates a market trend of
end users seeking specific technology .
capabilities that are often beyond the
capabilities of current Al tools.
“Increased trust, transparency, fairness
and auditability of Al technologies
continues to be of growing importance

to a wide range of stakeholders,” said
Svetlana Sicular, research vice presi-
dent at Gartner. “Responsible AT helps
achieve fairness, even though biases

are baked into the data; gain trust, al-
though transparency and explainability
methods are evolving; and ensure reg-

with AI’s probabilistic nature.”

In fact, Gartner expects that by 2023,
all personnel hired for Al development
and training work will have to demon-
strate expertise in responsible Al

Data forms the foundation of suc-
cessful Al initiatives. Small and wide
data approaches enable more robust
analytics and Al, reduce organiza-
tions’ dependency on big data, and de-
liver richer, more complete situational
awareness.

ary.

According to Gartner, by 2025, 70%
of organizations will be compelled to
shift their focus from big to small and
ulatory compliance, while grappling wide data, providing more context for
analytics and making Al less data hun-

“Small data is about the application
of analytical techniques that require
less data but still offer useful insights,
while wide data enables the analysis
and synergy of a variety of data sourc-  so,
es,” said Sicular. “Together, these ap-
proaches enable more robust analytics
and help attain a more 360-degree view
of business problems.”

The urgency and criticality of leverag-

ing Al for business transformation is
driving the need for operationalization
of Al platforms. This means moving Al
projects from concept to production, so
that AI solutions can be relied upon to
solve enterprise-wide problems.
“Gartner research has found that only
half of AI projects make it from pi-
lot into production, and those that do
take an average of nine months to do
” said Sicular. “Innovations such
as Al orchestration and automation
platforms (AIOAPs) and model opera-
tionalization (ModelOps) are enabling
reusability, scalability and governance,
accelerating Al adoption and growth.”
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