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By ; Mohamed Helmy- Adel Farig
A seismic technology shift is under-
way around the world, with Erics-
son (NASDAQ: ERIC) forecasting
3.5 billion 5G subscriptions and 60
percent global population coverage
by 2026. The scale of this technol-
ogy shift is going to unleash an
entirely new wave of innovation to
address some of the planet’s most
pressing issues.

To capture the emerging opportu-
nities, Ericsson today launches its
new purpose and vision.

Our purpose: To create connections
that make the unimaginable possi-
ble and Our vision: A world where
limitless connectivity —improves
lives, redefines business and pio-
neers a sustainable future

Boérje Ekholm, President and CEO,
Ericsson, says: “For almost 150
years our technology has trans-
formed nearly every sector of soci-
ety. The networks we build have al-

and soon they will connect almost
anything and everything. This era
of hyper connectivity is going to
help to address major global chal-
lenges like climate change and digi-
tal inclusion.”

Ekholm continues: “Our new pur-
pose and vision is anchored in the
company’s values of respect, pro-
fessionalism, perseverance and in-
tegrity. We remain steadfast in our
efforts to foster a culture of integ-
rity by embedding our values into
all ways of working. This important
work continues, and we are com-
mitted to creating greater account-
ability, trust and respect with our
people, customers and stakeholders,
while ensuring sustainable success
for the company in the future.”

A positive force in society
Connecting billions of people has
delivered countless social and eco-
nomic benefits. Ericsson’s research,
for example, shows that by 2030
digital technologies can reduce

greenhouse gas emissions across
industries by 15%.

Looking ahead, Ericsson’s vision
imagines a world where limitless
connectivity improves lives, rede-
fines business and pioneers a sus-
tainable future.

“Our vision imagines the future we
can help to create for people, busi-
ness, and the planet,” says Stella
Medlicott, SVP and Head of Group
Function Marketing and Corporate
Relations, Ericsson. “Connectivity

Ericsson’s new purpose and vision imagines the possibilities of limitless connectivity

The globhal scale of mobile connectivity is mggerlng a new wave of next-generation innovation

is key to reducing human impact
on the planet and will help bridge
the digital divide, but we also see
the potential for our technology to
touch even more parts of society.
This is where things really get in-
teresting.”

As part of this, Ericsson is today
launching a new look and feel for
its brand as well as a series of future
scenarios it believes will emerge in
an era of hyper connectivity:

. Enabling new ways of learning
- by connecting every learning estab-
lishment and every learner. Future
workforces will be increasingly
more dependent on digital technol-
ogies for life-long learning and up-
skilling while mobile networks will
deliver quality education to every
school regardless of location.
Redefining business - by reduc-
ing risk and time-to market while
creating huge efficiencies and op-
portunities across the value chain.
Entire business models will be

~

transformed by limitless connectiv-
ity using real-time data that feeds
instantly into design and manufac-
turing processes.

Reimagining  entertainment -
through an internet of senses that
blends virtual and real worlds to-
gether. Imagine live game data su-
perimposed in front of your eyes or
the ability to experience the sound,
touch and smell of live game action
— from the comfort of your sofa.
Tackling the climate crisis - by us-
ing technologies such as 5G, Al
and IoT to drive decarbonization,
meet international targets and help
limit global warming to 1.5 degrees
above pre-industrial levels.

A prerequisite for all of these sce-
narios remains reliable, secure, and
high-quality mobile network infra-
structure. The 5G platform that is
currently being rolled out around
the world is a fundamental, first
step in helping to build this future
digital society.

C:ady connected billions of people

J

Close its Tunisia Seed Fund with the participation of Sawari Ventures

By : Mohamed Shawky - Adel Farig
Flat6Labs, a regional seed and early stage
VC firm, announced today the second close,
and increase of its Tunisia-based Anava
Seed Fund (ASF) from $3 million to $10
million, expanding its impact through
world-class startup programs across the
North African markets. This is following
a recent second close of Egypt-based Flat-
6Labs Accelerator Company fund (FAC) to
$13 million back in May of 2021 to support
Egyptian early-stage startups.

The Anava Seed Fund was launched in 2017
in partnership with the Tunisian American
Enterprise Fund, BIAT Bank and Meninx
Holding, to invest in 75 Tunisian early-
startups in a five-year period.

Sawari Ventures is the latest addition to the
investors of the Anava Seed Fund, with an
investment amount of $1.6 million. “We are
very proud of our investment in the Anava
Seed Fund as we have closely followed their
progress and are more than convinced that
Tunisia has talented entrepreneurs working
on promising start-ups” said Wael Amin,
Managing Partner at Sawari Ventures.
During the last 4 years, the Anava Seed
Fund successfully invested in over 50 start-
ups in Tunisia between seed, follow-on and
Pre series A tickets, operating in 22 differ-
ent sectors that vary between Fintech, Edu-
cation, Agri-tech, Delivery Services, Retail
-Tech, Health tech, and Aeronautics. These
startups have succeeded in creating more
than 500 paying jobs, 61% of which are oc-

cupied by female talents.

Ramez El-Serafy, CEO at Flat6Labs, said,
“We’re very excited about our latest second
close for the Tunisia-based Anava Seed
Fund, we believe that the North African
markets hold untapped potential and unique
business opportunities, and I’m happy to
see that more and more investors are sharing
our enthusiasm towards this rapidly grow-
ing market by increasing their commitments
in both FAC Egypt Fund and Anava Seed
Fund. We look forward to expanding our
impact even further in North Africa with the
support of our investors and partners.”
Flat6Labs has trained more than 440 entre-
preneurs and invested in 130 startups with
a total amount of $10.5 million through its
Cairo and Tunis Seed funds. It’s also worth
mentioning that Flat6Labs startups in North
Africa have gone on to raise over $37 mil-
lion in follow-on funding.

86% 0f Saudi Organizations Attribute Damaging Cyberattacks
to Vuinerabilities in Technology Putin Place During the Pandemic

By : Nahla Makled - Mohamed El Kholy
Tenable®, Inc., the Cyber Exposure company,
has published results of a study that found
86% of Saudi organizations suffered a busi-
ness impacting cyberattack* attributed to vul-
nerabilities in technology put in
place during the pandemic. The
data is drawn from ‘Beyond
Boundaries: The Future of Cy-
bersecurity in the New World of
Work,” a commissioned study of
more than 1,300 security leaders,
business executives and remote
employees, including 104 in
The Kingdom of Saudi Arabia,
conducted by Forrester Consult-
ing on behalf of Tenable.

The pandemic accelerated re-
mote work for many Saudi
organizations. In fact, 91% of
organizations now have remote
employees, up from just 34% in
early 2020. Moving forward, the vast major-
ity of organizations (91%) plan to adopt this
remote working model permanently.

To facilitate the new world of work, cloud
adoption has surged. Seventy-seven percent
of Saudi organizations have moved business-
critical functions to the cloud — including
human resources (80%) and accounting and
finance (60%).

However, this change to working practices
has increased organizations’ risks. By their
own admission, 63% of Saudi organizations
are prepared to support new workforce strate-
gies from a security standpoint, while 67% be-
lieve moving business-critical functions to the

— — —

By : Nahla Makled — Mohamed Shawky
| Moro Hub (Data Hub Integrated Solutions LLC),

cloud exposes the organization to increased
cyber risk.

When looking at the impact of this increased
risk, threat actors are taking advantage. Nine-
ty-eight percent of organizations experienced
a business-impacting cyber-
attack in the last 12 months,
with 33% falling victim to
five or more. Fifty-seven
percent of Saudi organiza-
tions said these attacks tar-
geted remote employees.
“Remote and hybrid work
strategies are here to stay
and so will the risks they in-
troduce unless organizations
get a handle on what their
new attack surface looks
like,” said Amit Yoran, CEO,
Tenable. “This study reveals
two paths forward — one
riddled with unmanaged risk
and unrelenting cyberattacks and another that
accelerates business productivity and opera-
tions in a secure way. CISOs and CEOs have
the opportunity and responsibility to securely
harness the power of technology and manage
cyber risk for the new world of work.”

IT and security teams are quickly rolling out
tools for connectivity, collaboration and pro-
ductivity, while also moving business-critical
data to the cloud to support a remote and
hybrid working environment. Organizations
must reevaluate their approach to maintaining
security, aligned to the business, in order to
effectively reduce the risks introduced.

Nozomi Networks.

With the participation of Telecom Egypt:
To become the longest submarine cahle system in the world: extending
the 2Africa submarine cable to the Persian Gulf, India and Pakistan

By ; Basel Khaled- Mohamed El Kholy
The 2Africa consortium, which includes
China Mobile International, Facebook,
MTN GlobalConnect, France’s Orange,
stc, Telecom Egypt, Vodafone Interna-
tional, African Telecom and I0C, was
unveiled today. (WIOCC), announced
the expansion of cable interconnection
by adding the new segment 2Africa
PEARLS to the Persian Gulf, India and
Pakistan. This extension will increase the
total length of the 2Africa submarine ca-
ble system to more than 45,000 km, mak-
ing it the longest submarine cable system
It is not implemented at all.

2Africa provides excellent connectiv-
ity services by connecting to three conti-
nents Africa, Europe and Asia via the land
tracks of the Arab Republic of Egypt by
adding vital landing sites in Barka in the
Sultanate of Oman, Abu Dhabi and Kalba
in the United Arab Emirates, Doha in Qa-
tar, Manama in Bahrain, Kuwait City in
Kuwait, and FAO in Iraq , Karachi, Paki-
stan, Mumbai, India, and a fourth landing
site in Khobar, Saudi Arabia.
These sites will join the new landing sites
in the Canary Islands, Seychelles, Co-
moros, Angola and southeastern Nigeria
that were announced earlier. Internet eco-
system.
Through the new extensions, 2Africa
cable will contribute to supporting the
digital economy and enhancing the abil-
ity of many communities to provide more

and more efficient internet-based services,
such as education, healthcare and busi-
ness services, and to achieve significant
economic and social benefits as a result of
this increased international connectivity.
The 2Africa submarine cable system was
planned to provide interconnection ser-
vices to over 1.2 billion people when it
was announced in May 2020, but with
the addition of the new sector 2Africa
PEARLS, international interconnection
services will reach an additional 1.8 bil-
lion people bringing the total beneficiar-
ies to 3 billion people, which is equivalent
to 36% of the world’s population.

Alcatel Submarine Networks (ASN) will

implement the new system using the lat-
est technologies such as SDM technology,
which allows the use of a greater number
of optical fibers up to 16 fiber pairs, twice
what is provided by current technologies,
which helps to provide greater capacities
at lower costs. .

PwG Middle East Sustainable Talent Exchange Programme

(STEP) takes on upskilling and training talent in the GCC

By : Nahla Ahmed — Mohamed Helmy
PwC Middle East is committed to develop-
ing talent in the region while providing its
people with the skills to succeed as part of
its global strategy “The New Equation” and
its “New world. New skills” investment.

To address the gap between current and de-
manded skills in the Middle East, PwC Mid-
dle East is reinforcing collaboration with
public and private sector entities to share
best practices identified through the upskill-
ing of its people. Today’s announcement of
the STEP programme represents its commit-
ment to upskilling and talent development
that extends beyond the firm’s employees.
The STEP programme aligns directly with
both the Saudi and UAE government na-
tional upskilling agendas of supporting the
increase of Saudization by 40% in highly
skilled jobs and accelerating the Emiratisa-
tion in the Private sector through creating
75,000 new private sector jobs respectively.
Notably, the Saudi Arabian government has
just launched the Human Capability Devel-
opment Program (HCDP).

STEP, which is now taking applications for
the first batch of participants. The secondees
will receive training ranging from digital
capabilities to consulting skills across sec-
tors such as Technology, Energy, and Fi-
nancial Services among others. In addition
to the opportunity to participate in in-class
and virtual training, collaborative capstone
projects, and consulting and internal trans-
formation engagements across the GCC
including the private sector. It also aims to
help develop the next generation of internal

houeiri

leaders for employers by offering key staff
increased agility and adaptability, valuable
experience across sectors and a global ap-
proach to problem-solving.

Randa Bahsoun, Partner of Government &
Public Sector and New world. New skills
Leader reflected “STEP is a reiteration of
our commitment to develop and upskill
national talent for the future of work by
equipping the best talent the region has to
offer with the human and digital skill sets
required to strive in the new world, and
building their capacity as future leaders. We
are very excited about this program and cre-
ating impact in the region. ”

Khaled Bin Braik, Partner of Government
& Public Sector at PwC Middle East noted

“As the region embarks on the next stage of

prosperity driven by economic diversifica-
tion, there is a strong recognition that hu-
man capital in the government and private
sector needs to be state-of-the-art. The es-
tablishment of public-private partnerships
will play a vital role in bolstering the na-
tional talent pool and integrating national
human resources in all strategic sectors and
industries across the region.”

to Nozomi Networks training and certifications
to further leverage network visibility, monitoring,

By:
Wael Abdoush

Country General Manager
IBM Egypt

Confidential Computing Is The
Future of Cloud Security

Data is a crucial resource of any organization, and if it is
lost, compromised, or stolen, the effects on a business can be
devastating. You must have systems in place to protect data,
whether at rest or in transit, from unauthorized access.
According to IBM Global Security Survey conducted by
Morning Consult on behalf of IBM Security with 22,000
individuals in 22 markets, including the Middle East across
Egypt, UAE, and Saudi Arabia, the post-pandemic world
brought new kinds of cyber risk especially with the rise of
new digital platforms in the region.

Social distancing and remote working have also fundamen-
tally reshaped how we live and work. As a result, our on-
line transactions and interactions have grown in importance,
complexity and frequency..

With Egypt embarking into a comprehensive digital trans-
formation journey, our reliance on data grows in the era of
hybrid cloud.Enterprises — especially those in highly regu-
lated industries need for data privacy becomes even more
critical for everyone — and for businesses, an imperative.

As part of this, we need to actively invest and innovate in
areas that we believe will better prepare us for the future, and
better help our clients to protect their highly sensitive data.
Fortunately, a new security innovation called confidential
computing — a concept that has moved quickly from research
projects into fully deployed offerings across the industry has
the potential to address companies’ data security concerns
and deliver a whole lot more.

What is confidential computing?

For years, cloud providers have offered encryption services
to help protect data at rest (in storage and databases) and data
in transit (moving over a network connection). Confidential
computing eliminates the remaining data security vulnerabil-
ity by protecting data in use — that is, during processing or
runtime.

Even if an attacker breaches the system and extracts stored
data, the information is useless unless it can be decrypted
for example by using the decryption key. As long as the key
is kept secure and never observable to the outside, the data
is secure. That is why IBM Cloud Hyper Protect Services
supports a Keep Your Own Key (KYOK) feature, ensuring
that the data owner retains sole control of their keys and thus
controls access to their data in the cloud. No one else has ac-
cess to the keys — not even the cloud provider.

Why is confidential computing important?

Sharing data across the cloud opens the door to attacks — pro-
cessing it in a cloud environment adds a new level of risk.
Confidential computing directly addresses these concerns
byoftering users the security they need when conducting on-
line interactions and transactions.It is therefore little wonder
that interest in confidential computing is growing, especially
amongst business users.

How can confidential computing be applied?

Confidential computing techniques can be used to mitigate
or prevent cyberattacks,But the technology offers a number
of additional advantages that go beyond simple safeguard-
ing; it has a clear role in administering a range of commercial
relationships.

For example, by ensuring that data is processed in a compute
protected environment it is possible to securely collaborate
with partners without compromising IP or divulging propri-
etary information. For instance, one company can open up
its data to another company’s proprietary tools without either
of them sharing anything they want to keep secret, such as
commercially sensitive intellectual property.

What is the future of confidential computing?

In a world that is increasingly operating across digital plat-
forms the need for the level of data security provided by con-
fidential computing has never been greater. Its core functions
have the potential to transform a range of sectors including
healthcare, financial services, government and crime.

Data sharing without compromise

With the growing adoption of hybrid cloud environments,
Confidential Computing could not be more important. IBM
has taken the first step to bring true Confidential Computing
to clients, but we can’t take our foot off the gas. Now is the
time for the industry to follow suit to deliver on the next gold
standard for security.

The Trade Desk and Choueiri Group
partner to offer greater programmatic
access in the Middle East

By :Basel Khaled - Mohamed Shaky

Global advertising technology leader, The Trade Desk
announces a new partnership with Choueiri Group,
the leading media representation group in the Middle
East which has close ties with many of the region’s
largest broadcasters and publishers. The partnership
will open greater access to programmatic ad inven-
tory across the Middle East region. The move will
allow advertisers to launch and manage their digital
campaigns across multiple channels, including desk-
top, mobile, Connected TV and Digital-Out-Of-Home
(DOOH). Choueiri Group’s extensive inventory will
provide brands with scale not previously available in
the region. The partnership will also provide access to
enhanced measurement and data capabilities through
The Trade Desk’s platform, helping advertisers to pro-
vide a more relevant consumer experience and boosted
campaign performance.

| ~ MORO HUB ADVANCES 01/10T SECURITY SEIWIBES BY PARTNERING WITH NOZOMI NETWORKS —\

Edgard Capdevielle, Chief Executive Officer at

Haidar. Moro Hub is accelerating digital trans-
formation in the region by offering the latest tech-

Other dignitaries present
at the ceremony were Matar Al Mehairi, Board
Member of Digital DEWA, Mohammad Bin Su-
laiman, CEO of Moro Hub, and Chief Informa-
tion Security Officer of DEWA and Moro Hub, Dr
Ahmed Alketbi. In addition, from Nozomi Net-
works, Bachir Moussa, Regional Sales Director,
and John Vincenzo, Chief Marketing Officer.

The partnership will serve as a robust platform for
businesses to benefit from cost-effective services
to strengthen their security parameters across IT,
IoT and OT. As a part of the agreement, Moro
Hub’s cybersecurity function will integrate and

a subsidiary of Digital DEWA, the digital arm of
| DEWA, signed a Managed Security Services Pro-
vider (MSSP) agreement with Nozomi Networks,
a market leader in Operational Technology (OT)
| and Internet of Things (IoT) security. This part-
nership will authorise Moro Hub to resale Nozo-
| mi Products and provide OT and IoT managed se-
curity services using Nozomi Networks solutions.
The signing ceremony between Moro Hub and
| Nozomi Networks took place at Moro Hub in
the presence of Eng. Marwan Bin Haidar, Vice
l Chairman and Group CEO of Digital DEWA and

—

and threat intelligence. “The UAE has always
been a step ahead to create a safe and strong
cyber-infrastructure in the country that enables
citizens to fulfil their aspirations and empowers
businesses to thrive. We are glad to announce our
partnership with Nozomi Networks, which offers
OT and IoT cyber security solutions backed with
deep expertise and advanced resources. The as-
sociation reflects our commitment to helping our
clients to protect their critical infrastructure with
proven technologies powered by Moro Hub’s
in-country secure cloud.” said Eng. Marwan Bin

nologies backed by the 4th Industrial Revolution
to help government and enterprise customers |
safeguard themselves from cyber threats.

“We are proud to have Moro Hub as our first MSSP
Elite Partner in the region. Moro Hub is a leading |
digital transformation service provider, and this
partnership will catalyse our presence in the Mid- |
dle East. We are confident that our full suite of on-
premises and cloud-based solutions powered by
Moro Cloud will give our clients more flexibility |
and better value as they strengthen their cyberse-
curity practices,” added Edgard Capdevielle. ]

sell Nozomi Networks’ products and solutions to
provide Operational Technology (OT) and Inter-
net of Things (IoT) Managed Security Services.
In addition, Moro Hub will also have full access

— — e— e— e— e— e— — m— e— m— m— m— m—— m— e m— e m— m— e m— e m— m— m— m— e m— e m— m— — m— m— m— —
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Under the patronage of Egypt's Ministry of Communications :

Ericsson launches Together Apart Hackathon to hoost innovation in line with Eyynt Vision 2030

By : Basel Khaled — Mohamed EI Kholy
Under the patronage of Egypt’s Ministry of
Communications and Information Technology,
and in collaboration with the Technology In-
novation & Entrepreneurship Center (TIEC) of
the Information Technology Industry Develop-
ment Agency (ITIDA), Ericsson announces the
launch of its Together Apart Hackathon.

The hackathon consists of two engagements:
inspirational panel discussions and the hacka-
thon competition. The discussions will take
place virtually on the 4th of November, in the
presence of industry and thought leaders, and
is open to the public with the objective to in-
spire the wider Egyptian ecosystem.

Taking place between the 11th and the 13th of
November, the hackathon competition which
will bring together the qualified participants
with teams contributing with solutions in-
spired by and aligned with Egypt Vision 2030.
Registration is available for the panel discus-
sions and the hackathon competition via the
link: https://www.ericsson.com/en/events/
together-apart-hackathon-egypt .

The Together Apart Hackathon, aligned with
Egypt’s Vision 2030 agenda, will improve
livelihoods, and contribute to the sustainable
and economic growth of the country by work-
ing with entrepreneurs, professionals, academ-
ics, and university students from across Egypt
to identify innovative and commercially viable
solutions taking inspiration from the Vision
and deep diving into the following five themes:
Quality of Life-Health care and wellbeing
Quality of Life- First rate education system
JIntegrated and sustainable environment , Mo-
bility for all and Competitive and diverse

economy
The hackathon aims to develop ideas, revolv-
ing around Industry 4.0 digital technologies
and 5@, to stimulate innovations in the three
sustainable development dimensions of Vision
2030, namely, economic, social, and environ-
mental.

A total of five winning teams will be chosen
- one winning team from each focus area in
Egypt Vision 2030. The five winning teams
will receive support in developing and scal-
ing their solutions. One team will receive the
grand prize to visit Ericsson’s headquarters in
Sweden to pitch the team’s solution and inter-
act with the entrepreneurial community.

Amr Mahfouz, Chief Executive Officer of the
Information Technology Industry Develop-
ment Agency says: “The hackathon presents
an outstanding example of how the public and
private sectors can cooperate to foster innova-
tive ideas and develop commercially viable

solutions that not only advance livelihoods
but also boost sustainable practices across the
country. With the hackathon aimed towards
achieving Egypt’s Vision 2030, we will sup-
port it in every way and continue our efforts
to work alongside the private organizations to
help our entrepreneurs and creative youth de-
velop their ideas and enable them to act as a
force for change in the Egyptian society.

As improving the quality of life and standard of
living are key elements under the social dimen-
sion of Vision 2030, participants will focus on
creating innovative and viable solutions that
are aimed at increasing the accessibility and
inclusivity of healthcare and education in the
country. With technology being viewed as an
enabler to improve the livelihoods and income
levels of different demographics in society, the
Together Apart Hackathon encourages par-
ticipants to efficiently harness the potential of
new technologies to elevate standards of living
across the country.

The economic dimension of the hackathon will
focus on Egypt’s aim to achieve knowledge-
based economic growth and will center around
digital transformation, increasing employment
rates, promoting entrepreneurship, increasing
the economy’s resilience and competitiveness,
and also achieving financial inclusion in the
country.

About 70 per cent of the new value created in
the economy of the next decade will be through
digitally-enabled business models. With this in
mind, the hackathon will also explore the op-
portunities enabled by the digital economy in
areas such as e-commerce and virtual experi-
ence to ensure digital inclusion.

With Egypt’s Vision 2030 focusing on preserv-
ing the rights of future generations to a safer
and more efficient future, the hackathon will
explore opportunities within mobility that are
sustainable, scalable, and inclusive that will
help tackle global environmental challenges.
Eva Andren, Country Manager of Ericsson
Egypt says: “We are thrilled to work with ITI-
DA; the executive IT arm of the Ministry of
Communications and Information Technology
in launching the Together Apart Hackathon in
Egypt. Through the hackathon, we aspire to
develop nations’ local talent and instil in them
a creative mindset to approach and formulate
solutions to problems facing the country. By
aligning the hackathon to Vision 2030, we aim
to accelerate the development of new technol-
ogies and solutions in the nation and strength-
en Egypt’s innovative capabilities while also
improving the livelihood of its residents. We
believe the results of the hackathon will guide
Egypt in achieving its sustainable and bal-
anced regional development growth as per
Vision 2030 and contribute to the overall eco-
nomic and social development of the country.”
The hackathon is part of a range of projects
Ericsson has initiated with the goal of devel-
oping and enhancing the country’s regional
talent. Being present in the country for nearly
125 years, Ericsson has constantly worked on
initiatives focused on empowering women in
technological fields such as data encryption
and Artificial Intelligence and has also vigor-
ously put in efforts to upskill and develop local
talent in the country. Today, local Egyptian tal-
ent now constitutes 99 percent of the Ericsson
Egypt workforce.

Alif - The Mobility Pavilion to take visitors on a journey lllﬂlll!ﬂl time and space, from ancient exploration through to a virtual future

By : Basel Khaled — Mohamed El Kholy
Expo 2020 Dubai has revealed details of the
eye-grabbing visitor experience at Alif — The
Mobility Pavilion, where visitors will be taken
on a voyage through time and space to discover
how people, goods, ideas and data are interact-
ing in ever more complex ways. Bringing the
story of global mobility to life in immersive
and inspiring ways, the Mobility Pavilion
showcases the pivotal role the UAE and the
entire Arab world has, and continues, to play
in advancing human progress, in a journey that
encompasses everything from ancient explora-
tion to the Emirates Mission to Mars and be-
yond.

The visitor experience begins 4,500 years ago
in Saruq Al Hadid, a settlement in the Dubai
desert that had extensive relations with areas
of the Gulf, the Levant and West Asia, dem-
onstrating the enduring strategic importance

of this region. Visitors are then invited aboard
the world’s largest elevating platform, which
transports them to the House of Wisdom in
ninth-century Baghdad.

Next, they will encounter towering nine-me-
tre-tall photo-realistic figures from the Golden
Age of Arab Civilisation — including ancient
navigator Ibn Majid and celebrated explorer
Ibn Battuta — whose innovations helped drive
forward global mobility throughout the centu-

ries. The stories of these historical giants are
used to explore the concept of mobility, its
power and far-reaching influence, as well as
highlighting innovations from the Arab region
that have catalysed advances in human explo-
ration and mobility.

The experience subsequently leaps forward
in time to the 21st century, entering a virtual
world brimming with data, before moving into
the city of future, where visitors will be given
a glimpse of where mobility may potentially
evolve to in the years and decades to come.
Inextricably linked to the visitor experience
is the story of Dubai, and the role the emirate
and the UAE have always played in connect-
ing people on a global scale. Visitors will be
shown the incredible progress the UAE has en-
joyed in the past 50 years, especially in mobil-
ity-related fields such as airlines, logistics and
smart cities, extending into the solar system

through the UAE’s space programme and the
Hope Mission to Mars.

Marjan Faraidooni, Chief Experience Officer,
Expo 2020 Dubai, said: “Representing our de-
sire to explore and progress, Alif — The Mobil-
ity Pavilion will take visitors on a journey of
discovery, exploring new horizons and discov-
ering how making connections, together with
developing new technologies, is the basis for
human progress.

“We are proud that this must-see pavilion cel-
ebrates the Arab world as a leading light in
mobility across the ages, changing perceptions
of what this region has achieved. We hope that
visitors, especially young Arabs, will leave this
experience inspired - realising that anything is
possible, motivated to make a difference in
our world and looking with optimism to a fu-
ture when we connect and work together on a
global scale.”

Tlellll Micro launches Service One to l%llllilll!':l!j

security and relieve overstretched security
teams across MENA

By : Mohamed Helmy - Nahla Ahmed
Trend Micro Incorporated , a global leader in cybersecurity
solutions, today announced the launch of Trend Micro Ser-
vice One, consolidating its managed services to optimize en-
terprise threat management. It includes premium support, an
early warning service, Managed XDR and incident response,
help customers prevent, detect and respond to cyber threats
faster by supplementing internal resources.
The prevalence of cybersecurity threats and the dynamic
threat landscape leave businesses vulnerable and put secu-
rity experts in high demand to triage and investigate inci-
dents. Over half of Security Operations Center
(SOC) teams feel overwhelmed
alerts and aren’t confident in
their abilities to prioritize or
respond to these alerts, ac-
cording to a recent Trend
Micro survey. Outsourc-
ing security management
significantly lightens the
workloads and saves busi-
nesses from catastrophic
breaches.
Trend Micro’s expert threat
analysis and monitoring via its
differ- ent services help fortify business
risk management plans. Managed threat detection and re-
sponse across a complete security platform takes the burden
of threat data triage off stretched security teams, allowing in-
ternal resources to focus on business enablement.
“Due to the overload and high influx of alerts, security teams
are often stretched beyond limits, as the threat landscape con-
tinues to evolve day by day,” said Dr.Moataz Bin Ali, VP
and Managing director, Trend Micro Middle East and North
Africa. “ At Trend Micro, we are at the forefront to bringing
new initiatives and innovations to protect our customers in
new ways and enable business continuity. With the launch
of Trend Micro Service One, we aim to take the burden off
the shoulders of security teams while also minimizing their
risk of attack. Providing better insights across the entire se-
curity platform, from product integration, risk monitoring
and mitigation, to attack detection and response will present
a clearer view for future security strategies. Our proactive
services that cross the threat lifecycle provide more advanced
visibility and protection, helping businesses manage threats
more effectively and strengthen their security stance at the
same time.”
Enterprise security requires streamlined operations with a
broader perspective, including better context to hunt, detect,
and contain threats to best manage the business risk intro-
duced by cyber threats. Trend Micro’s powerful cybersecu-
rity platform detects malicious activities, with threat intelli-
gence from various sources, helping catch threats faster and
improve investigations, analysis, and response times, whilst
eliminating pressure from the SOC team so they can focus on
other important business empowering priorities.
Leveraging Trend Micro’s services adds business value by
combining premium customer support with such options as
Early Warning Service scans for early indicators of com-
promise and then alert customers of potential threats before
they cause system harm , Incident Response provides expert
resources in case of a critical, active attack Managed and
Detection and Response monitor alerts and logs across the
entire environment, identifying and investigating events and
providing ongoing threat expertise.
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Boehringer Ingelheim Builds on 100 Years of ExpertiseTo Con-
tinue Raising Awareness of Respiratory Diseases

By : Adel Farig - Bakinam Khaled

Bochringer Ingelheim, one of the world’s leading pharma-
ceutical companies, is marking Pulmonary Fibrosis Aware-
ness Month this September by working towards strengthening
awareness of chronic respiratory diseases among the public
and healthcare community in the Middle East and North Af-
rica (MENA). Through educational campaigns, the company
aims to promote preventative measures and early diagnosis of
lung diseases, especially considering that they place individu-
als suffering from them at a higher risk of complications from
COVID-19.

According to estimates, 40 million people suffer from a range
of respiratory diseases in the Middle East, while 60 million are
at risk of developing them. Pulmonary fibrosis (PF) is a rare,
debilitating, and lifelong disease in which the lungs become
scarred and thickened, making it increasingly difficult for pa-
tients to breathe.

. PF occurs in many types of interstitial lung diseases (ILD),

which affect the interstitium, a lace-like network of tissue that
supports the air sacs in the lungs. The symptoms vary among
individuals, but in some patients, it can lead to shortness of
breath and the organs not receiving enough oxygen to function
properly.

Furthermore, PF may put patients at a higher risk of developing
severe complications due to COVID-19.

Mohammed Al-Tawil, Regional Managing Director and Head
of Human Pharma at Boehringer Ingelheim Middle East, Tur-
key and Africa said, “Building on our strong heritage in res-
piratory diseases, we are committed to driving research and de-
velopment to improve our understanding of pulmonary fibrosis
(PF) and deliver the best treatments options. Our focus is on
improving the quality of life for those living with debilitating
respiratory diseases such as PF and empowering them with the

right knowledge to recognize its symptoms and seek medical
advice. Our growing portfolio of treatments in this area is a
testament to our vision to improve the quality of life of patients.”
Mohamed Meshref, Regional Medical Director at Boehringer
Ingelheim Middle East, Turkey and Africa added, “We began
our journey in the respiratory disease area by developing treat-
ments for asthma and Chronic Obstructive Pulmonary Disease
(‘COPD?’). Over the past 100 years, we have strengthened our
therapeutic expertise to address debilitating rare diseases such
as pulmonary fibrosis. Diagnosing pulmonary fibrosis is often
difficult because several of its symptoms, such as breathless-
ness, cough and fatigue, are similar to other more common dis-
eases like COPD. Our objective is to share our expertise and
insights about pulmonary fibrosis with the medical community
and help healthcare professionals better understand the disease
and the most recent practices of its diagnosis and management.”
Patients with PF, even in severe cases, can be asymptomatic
making it even more important to be aware of subtle signs and
symptoms, such as deconditioning, fatigue, reduced exercise
capacity, changes in lifestyle and activity levels.

By ; Bakinam Khaled - Adel Farig
The 23rd Water, Energy, Technology, and Environment Exhi-
bition (WETEX) and Dubai Solar Show (DSS) have attracted
50 Italian companies specialised in energy, water and smart
technologies. These include 3 startups and 18 companies par-
ticipating for the first time in the exhibition. Dubai Electric-
ity and Water Authority (DEWA) is organising the exhibition
under the directives of HH Sheikh Mohammed bin Rashid Al
Maktoum, Vice President and Prime Minister of the UAE and
Ruler of Dubai and the patronage of HH Sheikh Ahmed bin
Saeed Al Maktoum, Chairman of the Dubai Supreme Council
of Energy (DSCE) from 5 to 7 October 2021 at Expo 2020
Dubai.
The companies at the Italian pavilion at WETEX and DSS,
strive to enhance their presence in the local markets and build
commercial relationships and communicate with decision-
makers in the UAE and the region. The exhibition is the larg-
est in the region and one of the most prominent specialised
international exhibitions in water, electricity, energy, environ-
ment, oil and gas, green buildings and environmental sustain-
ability.
HE Saeed Mohammed Al Tayer, MD & CEO of DEWA,
Founder and Chairman of WETEX and DSS highlighted that
WETEX and Dubai Solar Show is a specialised international
@hibition that is unique, comprehensive, and integrated in
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terms of strategy, content, and participation. It is a global
platform that offers plenty of opportunities to manufacturers,
investors, companies, and business agents to display the latest
water, energy, environment, oil & gas technologies and related
industries.

WETEX and DSS this year has 10 country pavilions: Italy,
Switzerland, Germany, South Korea, Poland, Ireland, Bel-
gium, Chile, Saudi Arabia and Egypt. The exhibition is spread
over 29,200 square metres and has more than 1,200 compa-
nies from 55 countries. Free entrance with early registration
on the website www.wetex.ae is recommended.

FinFisher spyware improves its ar-
senal with four levels of obfuscation,
UEFI infection and more

 kaspersky |

By : Mohamed Helmy - Nahla Ahmed

Kaspersky researchers presented a comprehensive investi-
gation into all the recent updates introduced into FinSpy
spyware for Windows, Mac OS, Linux, and its installers.
The research, which took eight months to complete, un-
covers four-layer obfuscation and advanced anti-analysis
measures employed by the spyware’s developers, as well
as the employment of a UEFI bootkit to infect victims. The
findings suggest high emphasis on defense evasion, mak-
ing FinFisher one of the hardest-to-detect spywares to date.
FinFisher, also known as FinSpy or Wingbird, is a surveil-
lance tool, which Kaspersky has been tracking since 2011.
It is capable of gathering various credentials, file listings
and deleted files, as well as various documents, livestream-
ing or recording data and gaining access to a webcam and
microphone. Its Windows implants were detected and re-
searched several times up to 2018 when FinFisher appeared
to have gone under the radar.

After that, Kaspersky solutions detected suspicious install-
ers of legitimate applications such as TeamViewer, VLC
Media Player, and WinRAR, which contained malicious
code that could not be connected to any known malware.
That is, until one day they discovered a website in Bur-
mese that contained the infected installers and samples
of FinFisher for Android, helping to identify they were
Trojanized with the same spyware. This discovery pushed
Kaspersky researchers to investigate FinFisher further.
Unlike previous versions of the spyware, which contained
the Trojan in the infected application right away, new sam-
ples were protected by two components: non-persistent
Pre-validator and a Post-Validator. The first component
runs multiple security checks to ensure that the device it
is infecting does not belong to a security researcher. Only
when the checks pass, is the Post-Validator component
provided by the server — this component ensures that the
infected victim is the intended one. Only then would the
server command deployment ofthe full-fledged Trojan plat-
form.

FinFisher is heavily obfuscated with four complex custom-
made obfuscators. The primary function of this obfuscation
is to slow down the analysis of the spyware. On top of that,
the Trojan also employspeculiar ways to gather informa-
tion. For instance, it uses the developers’ mode in browsers
to intercept traffic protected with a HTTPS protocol.

The researchers also discovered a sample of FinFisher that
replaced the Windows UEFI bootloader — a component
that launches the operating system after firmware launch
along with a malicious one. This way of infection allowed
the attackers to install a bootkit without the need to bypass
firmware security checks. UEFI infections are very rare
and generally hard to execute, they stand out due to their
evasiveness and persistence. While in this case the attack-
ers did not infect the UEFI firmware itself, but its next boot
stage, the attack was particularly stealthy as the malicious
module was installed on a separate partition and could con-
trol the boot process of the infected machine.

RAbu Dhabi's ASPIRE Launches Over US$3
Million MBZIRC Maritime Grand Challenge

By : Mohamed Shawky — Nahla Makled

The Mohamed Bin Zayed International Robotics Challenge
(MBZIRC) will be held in the UAE capital, Abu Dhabi, in
June 2023, where tech innovators will participate to seek
marine safety and security solutions to take home more
than US$3 million in prize money.

Organised by ASPIRE, the dedicated technology pro-
gramme management pillar of the Advanced Technology
Research Council (ATRC), the overarching advanced tech-
nology research body in Abu Dhabi, UAE, the MBZIRC
is held every two years. The upcoming edition, called
MBZIRC Maritime Grand Challenge, focuses on real-time
solutions to maritime safety and security challenges and
seeks to claim its place among the largest and most prestig-
ious Al and robotics competitions in the world.

The Challenge is open to international universities, re-
search institutions, companies and individual innovators
from all over the world. It will involve a heterogeneous col-
laboration among unmanned aerial vehicles and unmanned
surface vehicles, to perform complex navigation and ma-
nipulation tasks in a GNSS-denied environment. Call for
registrations is now open.

Commenting on the announcement, H.E. Faisal Al Ban-
nai, Secretary General of ATRC, said: “We are proud that
MBZIRC is going global by inviting the best talent from
all over the world to participate. We have set a tough real-
world challenge that will push the participants to the lim-
its of their capabilities. The event is a great opportunity to
demonstrate the pioneering scientific research work that is
taking place in Abu Dhabi and the UAE.”

The challenge will show how both the entities focus on
niche areas of technology, while attracting global innova-
tors to stimulate ideas, encourage collaboration, and push
boundaries in advanced technologies to find systems solu-
tions to global challenges.

“For countries with long coastlines, ensuring maritime safe-
ty requires significant investment in sophisticated equip-
ment and highly trained personnel. Using advanced robotic
systems can not only help reduce costs, but also handle
some of the often- dangerous tasks performed by humans.
The motivation for holding the MBZIRC Maritime Grand
Challenge is to take the technology out of the laboratory
and test it in a real-world environment to see what is pos-
sible,” said Dr Arthur Morrish, Chief Executive of ASPIRE.
Dr Morrish underscored the two-fold purpose behind the
competition: one is to focus on the important problems in
autonomy of robotics while engaging the world community
in a hard robotics challenge. The other is to find a solution
to a real-world challenge facing the world.
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