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1-in-3 Workers Gonsider Themselves Digital Technology Experts Since GOVID-19

By : Nahla Ahmed - Mohamed EL Kholy

Nearly one in five workers (18%) consider
themselves to be digital technology experts
since COVID-19, while over half consider
themselves proficient, according to a new
survey from Gartner, Inc. An increased reli-
ance on digital collaboration tools and lack of
in-person IT support while working remotely
altered many workers’ relationships to tech-
nology.

“Workers seized on the crisis to improve their
mastery of a wide range of technologies and
applications in the space of a few months,” said
Whit Andrews, distinguished research vice
president at Gartner. “Today’s workplace is
vastly different from 2019, and CIOs must
prepare their technology stacks, office spaces,
IT teams and mindsets to embrace the new fu-
ture of the digital workplace”

Mr. Andrews presented the results of the Gart-
ner 2021 Digital Worker Experience Survey
during the Gartner Digital Workplace Summit,
which is taking place virtually in the Ameri-

cas today through Tuesday. The survey was
conducted in November and December 2020
among 10,080 full-time employees at organi-
zations with 100 or more employees in the U.S.,
Europe and Asia-Pacific, to better understand
workers” technological and workplace experi-
ences and sentiments.
Workers Shift Device Preferences
The Gartner survey found that digital work-
ers increased their reliance on portable de-
vices during 2020. Workers reported an 11%
increase in the proportion of their work time
spent on laptops, smartphones or tablets. The
proportion of their time spent on desktops de-
clined by 8% (see Figure 1).

Source: Gartner (April 2021)
The survey also showed a rise in the number
of workers using personal technology for work
purposes. Over half of respondents reported
that they use applications or web services that
they personally obtained — most of which are
employer-sanctioned - for collaborating with
other workers. The same proportion (55%) are
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using personally owned devices for their work
at least some of the time.

“When organizations were forced to go remote
in early 2020, workers started to rely on their
own devices or programs they discovered
themselves to make up for their employers’
technology shortcomings,” said Mr. Andrews.

“In 2021, organizations can embrace this trend
by expanding the choice of devices and soft-

ware programs that workers can use with little
or no friction”

Flexible Work Supports Increased Productiv-
ity One of the main questions lingering among
executives regarding the impacts of the last
year is remote work’s effect on productivity.
According to the Gartner survey, among em-
ployees whose work-from-home time in-
creased since January 2020, 36% reported an

increase in productivity, while 35% reported
no change. Flexibility in working hours was
the most cited factor enabling greater produc-
tivity, selected by 43% of respondents.

“Now that many workers have had a taste of
the flexibility that remote work offers, it will
be a key factor in hiring and talent acquisition,”
said Mr. Andrews. “In fact, 69% of workers in
our survey said they were more likely to con-
sider a new role that allows them to work from
a location of their choice, and 64% were more
likely to consider a role that allows for flexible
hours” A quarter of workers surveyed did re-
port that their productivity fell. Connectivity
issues and technology changes were among
the top reasons cited for decreased productiv-
ity. “Digital proficiency becomes even more
essential for productivity when working re-
motely,” said Mr. Andrews. “CIOs should ex-
tend worker-to-worker lateral mentoring and
training to ensure that no employees are left
behind as technology mastery becomes the
expectation.”

el - 3 G-

By : Saber Mohamed — Mohamed Shawky
The partnership between Ericsson and in-
ternational pioneer Airbus opens the door
for the digitalization of aerospace factories.
Ericsson and Airbus have extended their
ongoing partnership to increase aircraft
production and validation efficiency us-
ing Ericsson technology. The secure solu-
tion from Ericsson features a 4G private
network that is also 5G ready and includes
a robust and redundant core network con-
nected to radio solutions running on mid-
band 700 MHz, 2600MHz TDD. 5G milli-
meter wave will be tested throughout 2021
as Airbus looks to Ericsson for future-proof
solutions.

The Ericsson private LTE core network is
being deployed at the Toulouse city site
which features aeronautical engineering
and final-assembly line production. A key

feature of private networks is the ability to
securely transfer data between different en-
gineering teams located on the site, as well
as the connection of devices within Airbus
plants and sites through a NB-IoT con-
nectivity solution. Asa Tamsons, Head of
Business Area Technologies and New Busi-
ness at Ericsson says: “Ericsson’s 5G-ready
private networks accelerate aerospace in-
novation and enable the secure transfer of
data between different onsite engineering
teams and connected devices within Air-
bus plants and sites. We're proud to be the
Airbus supplier for this 4G/5G private net-
work venture and are pleased that the proj-
ect is now close to live”

Google for Startups Accelerator in its 2nd edition calls MENA tech Startups to apply

By ; Basel Khaled - Adel Farig

Google announced today the opening of
the application window for the second
‘Google for Startups Accelerator: Middle
East and North Africa® program in re-
sponse to the large interest after concluding
the first successful cohort.

Similar to the first cohort, selected found-
ers will identify their top challenges and
will then be paired with relevant experts
from Google and the industry to help solve
them. Participating startups will also re-
ceive mentorship on both technical and
business challenges as well as workshops
covering machine learning technologies,
product design/UX, customer acquisition,
and leadership development. Participants
will also have access to 1:1 coaching by

experts from Google and other tech com- -
panies, to help them pitch to investors after .
the program ends. Applicants must be a
technology startup based in MENA that
have already raised seed funding. Google
will consider the problem the tech startup
is trying to solve and how it creates value
for users, in addition to their willingness to
use the latest technologies to solve business
challenges and successfully scale in the long
run. Commenting on the program, Salim
Abid, Google’s Regional Lead of Developer
Ecosystem in MENA, said: “Congratula-
tions to the ten graduates of our first cohort.
Thanks to more than a hundred mentors
from Google and other key industry rep-
resentatives of the startup community, we
were able to support the startups solve their

Al cilSal Google desuws
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challenges whether related to product de-
velopment, setting up OKRs, or exploring
opportunities to scale with advanced tech-
nologies.”

Acronis, the global leader in cyher protection, receives
more than $250M investment at a $2.58B valuation

By : Nahla Makled - Basel Khaled

Acronis, the global leader in cyber protection, is
pleased to announce that it has received more than
$250 million funding round from CVC Capital
Partners VII and other investors. Acronis will use
the funds to further accelerate growth by expand-
ing its unique portfolio of natively integrated cyber
protection products. A significant portion of the in-
vestment will also be used to further enhance Acro-
nis’ go-to-market initiatives by expanding its broad
partner network — most notably managed service
providers (MSPs) — to help them better serve the
cyber protection needs of their clients. The invest-
ment values the company at more than $2.5 billion.
“Acronis’ talented management and R&D teams
have invested significant resources developing an
innovative cloud-native ‘MSP in a box’ solution,
with integrated backup, disaster recovery, cyber-
security, remote management, and workflow tools,”
said Leif Lindback, Senior Managing Director of
CVC Capital Partners. “Acronis provides mission-
critical solutions to more than 10,000 MSPs and
half a million small and medium businesses. CVC
has a strong track record in cybersecurity and part-
nering up with successful entrepreneurs, and we
are looking forward to teaming up with Serguei
Beloussov and the Acronis team to accelerate the
company’s growth.”
Acronis Cyber Protect is the first unified cyberse-
curity and data protection solution that is natively
integrated, so service providers can operate these
critical functions through a single pane of glass, de-
livering comprehensive cyber protection at a lower
cost. “With this additional funding, we will accel-
erate the development of our product portfolio and

Acronis CVC
L —

invest more in our partners’ success,” said Serguei
“SB” Beloussov, founder and CEO of Acronis. “Our
goal is to develop market-leading technology and
help our partners grow their profits, while provid-
ing the best protection for their clients”
Acronis will continue to invest in staff resources, ex-
panding its global sales, partner account manage-
ment and partner success teams, and hiring new
technical talent for its research and development
centers in Bulgaria, Israel, and Singapore, as well as
Switzerland and the United States..
Phil Goodwin, Research Director, Cloud Data
Management for Protection for IDC, notes that the
investment from CVC will add to the momentum
behind cyber protection. “Acronis has been at the
forefront of the cyber protection movement, es-
tablishing itself as a pioneer in solutions that unify
advanced cybersecurity with innovative data pro-
tection. By continuing to expand their technical ca-
pabilities and partner network, the value they bring
to the market will only increase.”

Al Tibbi Launches First Arabic App Thriv-
ing with Reproductive Health in Egypt

By : Bakinam Khaled - Nahla Makled

Dedicated to women in MENA region, Altibbi launches
(=]

sultants. This valuable app enables 24/7 medical inquiries
through calls or texts, ensuring healthy and safe pregnancy

Altibbi Mama App, the first
Arabic  application sup-
porting mothers through
pregnancy and maternity
journey, relying on thou
sands of doctors and con-

to all Egyptian and Arab women.

Co-Founder & CEO of Altibbi, Jalil Allabadi commented:
“Reinforcing women’s reproductive health in Egypt, Jordan
& KSA, we launched Altibbi Mama App to offer one stop
to all pregnant women with all the information they need
& the pregnancy features. The app’s services are provided
at an affordable price less than EGP 75 per month, with 6
to 12 months subscriptions. Altibbi targets serving 500K
ladies by the end of 2021 Allabadi added: “Aligning with
Egypt’s endeavors to promote women health through the
‘100 Million Healthy Lives” campaign, we strived hard to
introduce the application in Arabic along with creating a
user-friendly experience. Accordingly, the company aims
at serving women nationwide while raising awareness of
reproductive health. Also, all our services are paid for elec-
tronically by credit cards, protecting mothers and children
from Coronavirus.” Altibbi Mama includes various servic-
es handling two main aspects; mothers’ safety and children
health. Regarding mothers’ safety, the app features detailed
information on pregnancy weeks, illustrating the symp-
toms and the required tests of every stage to ensure safe
pregnancy. And above all, pregnant women enjoy the swift
“call a doctor” service that is available 24/7 to communicate
with experienced doctors. The app also presents Hijri &
Gregorian calendars of pregnancy, ovulation and due date

calendars, in addition to a list of suggested names for boys

and girls. As for children health, the app allows to track
fetus growth, and then babies’ development stages in their
first years, including nursing times, weaning and teething.

Users are also provided with tips about proper nutrition,

sleep practices, soothing techniques and common diseas-

es among babies like stomachache and vomiting. The app
also notifies mothers with vaccination schedules and clin-
ics in each country, building on fruitful cooperation with

<

ministries of health.

By : Mohamed El Kholy - Basel Khaled B
Uber launched a set of 5 initiatives to sup- &
port riders and drivers throughout the holy
month of Ramadan. The activities include
offering drivers with reward programs, and
offering free Bus trips to all morning riders.
Ahmed Khalil, General Manager of Uber
Egypt comments: “This year, we wanted to
use the holy month of Ramadan to focus on
the riders and drivers that have made Uber
part of their daily lives. We chose these initia-
tives based on their ability to provide drivers
with the chance to make extra earnings, and
for riders making their commute a little more
accessible and affordable.”

To support driver earnings, Uber has allocat-
ed a total of EGP100,000 for daily giveaways
for drivers of UberX, Scooter, and Select dur-
ing the last 10 days of Ramadan, where ten
drivers per day have the chance to earn this
incentive. Eligible drivers are the ones who
completed the most 5-star rating trips during
the specified period.

Uber has launched a reward program for
top performing Bus drivers during Ramadan,
selecting 9 drivers every week to win mon-
etary prizes starting from EGP2,000 and up
to EGP5,000. Drivers are assessed based on
punctuality, quality, and professionalism.
Uber’s statistics showed that road traffic has

Ramadan.

before iftar time.

By : Saber Mohamed - Bakinam Khaled

Kaspersky Endpoint Security Cloud now
includes endpoint detection and response
(EDR) capabilities dedicated for small and

medium-sized organizations. It gives IT
administrators visibility over affected end-
points and the attack kill chain, so they
can analyze incident parameters and root
causes, and then take proactive measures

to enhance overall business protection.
Reliable protection from cyber-risks is es-

sential for small and mid-sized businesses to  Security Cloud.

Marking the last days of Ramadan, Uber rolls
out 3 initiatives to support drivers and riders

led 14% of Bus drivers to complete their last
trip close to iftar time. In appreciation of the
drivers’ commitment to help riders get to
their destination by iftar time, Uber has been
offering monetary compensations to drivers
who were still on the road later than 5:45 PM.
Uber Bus offered all riders who take a morn-
ing trip between 6AM-11PM, a complimen-
tary return trip anytime between 2PM to
6PM. The return trip is valid for the day, and
the offer has been extended until the end of
Meeting riders’ commute needs
with reliable trips, Uber Bus has increased
the number of trip departure times to sup-
port those who have amended working hours
during Ramadan, and those who need a ride

New Kaspersky Endpoint Security Cloud upgraded
with EDR for small and medium business

keep their work, data, and finances safe. How-
ever, according to Kaspersky’s research, these
companies may lack visibility over the IT en-
vironment when dealing with threats. This was
ranked as one of the biggest challenges by 40%
of SMBs. Details about an attack, affected users
and the entrypoint can help businessesimprove
their security practices, in addition to the auto-
mated protection on all corporate endpoints.
Thanks to endpoint detection and response ca-
pabilities now available in Kaspersky Endpoint

partnership will oversee Tally

transition seamless.

at all stages”

ing SMEs in collaboration with ICAI,
where the association will provide do-
main expertise and Tally will support the
SME:s with digital solutions to make the

While ICAI will educate the SMEs on
processes and regulations related to VAT,
Tally will emphasise the role of digital
technologies in accessing tax and finan-
cial data, along with following compliant
procedures for a smooth transition.

Speaking about the collaboration, Vikas
Panchal, Business Head- Middle East,
Tally Solutions said, “Tally has always
been committed to support SMEs in
their journey towards automation and
with our collaboration with ICAI we
aim to ensure a smooth transition to this
new tax regime through effective digital
solutions. We have supported thousands
of businesses in the UAE and Bahrain in
their journey to VAT compliance and
are completely prepared and excited to
replicate the same in Oman. Our aim is
to encourage businesses in the country
to adapt robust digital solutions that will
not only help them transition to the new
processes easily, but also stay compliant

Tally has announced a special edition
for the members (practicing CAs) of
ICAI Muscat Chapter, that will assist
hundreds of businesses in the imple-
mentation of VAT. The company has re-
cently launched its VAT ready business
management software TallyPrime, with
an aim to assist the auditors and Oman
business owners towards an easy transi-

Tally Solutions partners with The Institute
(of Chartered Accountants of India (ICAI

By : Saber Mohamed - Bakinam Khaled
Tally Solutions, a leading international
business management software pro-
vider collaborated with The Institute of
Chartered Accountants of India (ICAI)
- Muscat Chapter, the national profes-
sional accounting body, to provide sup-
port in a seamless transition to VAT. The

support-

A

tion to the new tax regime. The company
has also been continuously engaging
with the members of ICAI Muscat Chap-
ter on the powerful VAT capabilities of
TallyPrime.

CA N Ramanand Prabhu, Chairperson
of ICAI Muscat Chapter added, “Tally
Solutions has been a key associate of
ICAI, and we are thrilled to have them
on board with the Muscat Chapter. This
collaboration will serve as a key mile-
stone for the Chapter to bring about
some interesting knowledge-sharing
sessions for the business community in
the Sultanate of Oman. We are confident
that Tally’s expert thoughts on digitisa-
tion and VAT will help the business com-
munity transition to VAT seamlessly”

To ensure that businesses have the right
information and knowledge about VAT,
Tally is hosting a series of activities and
webinars. In addition, the company
is also committed to create content
through educative blogs and articles
featuring in-depth information on VAT,
VAT Summit with subject experts, free
VAT Chalk-Talk for the small and me-
dium businesses community in Oman
and an introduction of a local toll-free
support system, which aims to provide
information on not just the product, but
all queries related to VAT.
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By : Basel Khaled - Nahla Makled
B.TECH, the Number 1 Om-
nichannel retailer for consumer
electronics & home appliances in
Egypt, continues its aggressive ex-
pansion strategy all over Egypt.
The New Flagship is a 620 SQM
state of the Art store with a 25 mil-
lion pounds investment, bringing
the total BTECH modern retail
footprint to in excess of 70 thou-
sand square meters.

Dr Mahmoud Khattab, CEO &
Managing Director of B.TECH,
expressed his pride and happi-
ness with the opening of the new
Store and said: “We have a strong
commitment towards our custom-
ers and society, which shapes our
strategy through our solid pres-
ence in 25 governorates across
Egypt. Our new Store has created
50 new job opportunities, bringing
the total number of BTECH em-
ployees to more than 5 thousand
well-trained professionals.

B.TECH” Opens ‘TS 100th STORE IN CAIRO FESTIVAL CITY MALL
Dr Khattab: Our new-generation Store is a Game changer in product fulfilment and services..

—

Khattab acknowledged: “Despite
the global challenges of the pan-
demic, we have succeeded in im-
plementing our expansion plans
and maintain our growth rate as
we celebrate today the opening of
our 100th Store. This Store is about
more than an increase in our retail
footprint; it will reflect a true de-
velopment in the display methods
and offer a distinctive package of
services that keep pace with the
technological innovations.

Our strategy includes choosing
new strategic sites that enable us
to be closer to our customers. We
are working rigorously to achieve
greater accomplishments, sustain-
ability, and more added value for
both the customers and the com-
munity.»

«The Trust of our customers is our
greatest motivation and our True
calling. The twenty million cus-
tomers visiting our stores during
the past year is something to be

proud of and an accurate indica-
tion of our dedication and hard
work.

We have now covered 25 governor-
ates nationwide, and to be always
worthy of our customers Trust,
we plan to open 15 new branches
during 2021, and we are happy to
announce that we have already
opened five of them so far,” said Dr
Mahmoud Khattab, CEO & Man-
aging Director of B.TECH.

Khattab then added, “Our Growth
plans are not Just limited to expan-
sion with new more stores and geo-
graphical reach. We are also fully
aware of market developments
and are working to keep pace with
technological innovations, espe-
cially in online shopping, to meet
customers evolving needs. That’s
why we have developed our mo-
bile application according to the
highest standards of quality and

safety. The mobile APP facilitates
the communication process with
our customers and extends our
reach in a turbulent operating en-
vironment with the pandemic and
what it has imposed on us in terms
of closure, precautionary measures,
and social distancing.

Since the beginning, B.TECH Has
placed its bets on the Egyptian
market’s ability to absorb new in-
vestments, as it possesses all the
necessary elements that guarantee
success and prosperity.»

It is worth mentioning that
B.TECH continues to provide a
distinguished direct instalment
service since its launch in the
Egyptian market to suit its cus-
tomers’ various capabilities and
needs. The company managed to
make this feature available via its
electronic platforms to enhance its
customers’ purchasing power in a
way that matches their aspirations
and lifestyle.

Mastercard New Payments Index: Consumer Appetite
for Digital Payments Takes Off in Egypt

By : Nahla Makled — Mohamed Shawky
As the world went into pandemic lockdown in 2020,
consumers shifted their spending habits to
embrace contactless payments and online
shopping. As stores closed and social dis-
tancing took hold, retailers worldwide
moved their businesses online, em-
braced e-commerce and explored the
potential of new ways to pay. More than
a year later, research from Mastercard
shows that the adoption of new payment
technologies is rising, and consumer ap-
petite for new, fast and flexible digital ex-
periences continues to grow.
The Mastercard New Payments Index shows
that 94% of consumers in Egypt will consider using at least one emerging payment method,
such as cryptocurrency, biometrics, contactless, or QR codes, in the next year.
Over two-thirds of respondents (62%) agree that they have tried a new payment method they
would not have tried under normal circumstances, suggesting that the pandemic has galva-
nized people to try flexible new payment options to get what they want, when they want it.
With this interest and consumer demand also comes a greater expectation for businesses to
provide multiple ways to shop and pay. In fact, more than half (53%) of consumers in Egypt say
they would avoid businesses that do not accept electronic payments of any kind. Additionally,
nearly 3 out of 4 (72%) Egyptian shoppers say that digital payment methods help them save
money. “The pandemic made us think differently, partly out of necessity;” says Craig Vosburg,
Chief Product Officer at Mastercard. “To deliver the choice and flexibility that consumers need
- and increasingly expect — retailers worldwide need to offer a range of payment solutions that
are easy to access and always on. As we look ahead, we need to continue to enable all choices,
both in-store and online, to shape the fabric of commerce and make the digital economy work
for everyone.” Globally, contactless technology was the digital catalyst to explore new payment
options because of its fast, secure and touch-free experience. Between the first quarter of 2020
and the same period in 2021, more than 100 markets saw contactless as a share of total in-
person transactions grow by at least 50 percent.

Replay popular Ramadan series on top TV chan-
nels with HUAWEI Viideo

By : Saber Mohamed - Nahla Ahmed o D
The month ofRamadan brings families and '
loved ones together to share, celebrate-
and discover new experiences and content.
HUAWEI Video, the video-on-demand
(VOD) streaming platform from Huawei
Mobile Services, promises to elevate how us-
ers watch and access some ofthe most popu-
lar live channels and shows in the region - as
the new feature ‘Replay TV’ launches.

This new feature allows users to access pre-
viously-aired programs and series — up to 14
days back - from the region’s most-watched
TV channels such as MBC 1, MBC Drama,
and AD Drama, all on the HUAWEI Video
application.

HUAWEI Videos library features leading
Ramadan shows and series aired on prime
TV channels, and the breadth of content and
partnerships shows a commitment to bring-
ing quality experiences to audiences across
the region.

Exclusive for Huawei devices users, here is
a quick round-up ofsome of the most popu-
lar Ramadan shows available via HUAWEI
Video with a special discount of up to 30%
on monthly subscriptions.

MBC 1 Watch/Replay here.

Nasl El Aghrab: Featuring Ahmed El Sakka
and Amir Karara, Nasl El Aghrab is a thrill-
ing Egyptian series following power strug-
gles, action-packed drama and more, where
the protagonist discovers his relative mar-
ried his ex-wife in his absence.

Technology Innovation Institute’s Directed Energy Re-
search Gentre Partners with World-leading Universities

By : Bakinam Khaled - Adel Farig

Technology Innovation Institute (TII), the
applied research pillar of Advanced Tech-
nology Research Council (ATRC), today an-
nounced that its Directed Energy Research
Centre (DERC) has partnered with Germa-
ny’s Ruhr University Bochum and Helmut
Schmidt University, France’s University Cl-
ermont Auvergne and National University
of Colombia, Bogota. The collaborations
follow a series of rapid announcements at
Technology Innovation Institute since the
first Advanced Technology Research Coun-
cil board meeting in August 2020. Directed
Energy Research Centre is one of the initial
seven dedicated research centres at Tech-
nology Innovation Institute. The strategic
partnerships will advance breakthroughs
across the field The partnership with Ruhr
University Bochum involves research on
radar systems, including ground-penetrat-
ing radar (GPR). In addition, by working
alongside National University of Colombia
in Bogota, the Centre will engage in inno-
vative research within lightweight lightning
protection and ground-penetrating radars
with humanitarian objectives related to
the detection and neutralisation of land-
mines. Furthermore, the collaboration with
Helmut Schmidt University, in Hamburg,
and University Clermont Auvergne, in Cl-
ermont-Ferrand, will see work performed
in numerical and statistical methods relat-
ed to high-power electromagnetics.

Speaking on the partnership announce-

ments, Dr Chaouki Kasmi, Chief Research-
er at Directed Energy Research Centre, said:
“These partnerships form a critical aspect of
our roadmap to become a leading research
centre. Directed energy has an impact
across many areas, including — healthcare,
infrastructure, materials and the environ-
ment. The Centre is committed to harness-
ing the physics behind high energy systems
for the benefit of society”

Dr Sébastien Lalléchere, Associate Profes-
sor at Clermont Auvergne University, said:
“Directed Energy Research Centre (DERC)
brings together experts from all over the
world to harness the power of acoustic and
electromagnetic waves for widespread ci-
vilian and military applications, including
industrial, medical and defence projects.
Through pioneering research programmes,
Directed Energy Research Centre is ad-
vancing the use of high-power technologies
for a safer world” Technology Innovation
Institute is a pioneering global research and
development centre that focuses on applied
research and new-age technology capabili-
ties. The Institute has seven initial dedicated
research centres in quantum, autonomous
robotics, cryptography, advanced materials,
digital security, directed energy and secure
systems. By working with exceptional tal-
ent, universities, research institutions and
industry partners from all over the world,
the Institute connects an intellectual com-
munity and contributes to building an R&D
ecosystem in Abu Dhabi and the UAE.

Bitcoin's April trading volume Ix higher than Apple’s
despite twice-lower market cap

By : Saber Mohamed - Nahla Ahmed

Data acquired and calculated by Finbold indicates that bitcoin’s trad-
ing volume of $1.84 trillion in April 2021 is at least 7.4 times higher
compared to Apple’s $249.22 billion. Bitcoin’s highest trading vol- |
ume was $86.67 billion on April 23, while Apple’s was on April 29

at $20.17 billion.

Elsewhere, the lowest bitcoin trading volume

was recorded on April 29 at $46.09 billion,
while Apple’s lowest was on April 27 at
$8.87 billion.

The electronic giant also lags behind bitcoin
in the 30-day average trading volume by at

least 5.1 times less. Bitcoin trading volume was

at $61.48 billion for the monthly average, while Apple

stood at $11.87 billion. Although both bitcoin and Apple are from different asset classes,
the trading volume highlights how the digital asset compares to the most valuable com-
pany in the world. The digital currency has attained the trading volume milestone despite
experiencing several process corrections and an all-time high in April. Bitcoin competing
with traditional players The report highlights the progress made by bitcoin to beat Apple
on the trading volume metric. According to the research report:

Nearly 0% of Pandemic Costs Will Fall on Advanced Economies, World Government Summit Report Finds

By : Saber Mohamed — Mohamed El Kholy
A seminal report launched by the World
Government Summit Organization (WGS)
which highlights 21 critical priorities with-
in five focus areas offers a source of direc-
tion for governments as they tackle post-
COVID-19 recovery.

Wealthier economies will shoulder al-
most half the cost of the COVID-19 crisis,
which could reach up to US$3.8 trillion in
2021, the report finds. That, even if devel-
oped economies can vaccinate their entire
populace and developing economies can
reach a 50 percent vaccination rate.

The report says mental health wellness, cli-
mate change and women’s empowerment
are central concerns that will exacerbate
if governments do not rebuild in a holistic,
proactive manner.

His Excellency Mohammad Abdullah Al
Gergawi, UAE Minister of Cabinet Affairs
and Chairman of the World Government
Summit Organization, said: “2020 will be
remembered by history as the year of great
disruption. While the world was woefully
unprepared for the voracity of the virus,
2021 needs to be the year that defines hu-
manity’s future and reshape societies to be-
come stronger and more resilient”

He added: “With great change comes great
opportunity. Valuable lessons emerged
over the past year, which we must heed as
we recover. Our individual and collective
actions as nations have important conse-
quences not only for us, but for our chil-
dren and the many generations to come
after them: we must all be accountable to
ourselves and each other”

With governments’ focus trained
on the pandemic over the last 18
months, underlying societal issues
such as the mental health and cli-
mate crises have exacerbated, and
could become as problematic as the
public health emergency if leaders
do not adapt their thinking, the re-
port suggests.

The 21 priorities outlined by the re-
port are broken down into five sec-
tions:

These five focus areas are Reimag-
ining and Reinforcing Key Public
Institutions , Competing in a Trans-
formed Economy , Navigating a
Transformed Geo-Technical Order ,
Repairing the Social Fabric and Se- 1
curing the Future

on it.
—

Modern Bank Heists: Financia?

Institutions Are Being Held
Hostage

Bu:
Tom Kellermann

Head of Cybersecurity Strategy, VMware

Security Business Unit, @TAKellermann

The modern bank heist has escalated to a hostage
situation over the past year. The new goal of attack-
ers is now to hijack a financial institution’s digital
infrastructure and to leverage that infrastructure
against a bank’s constituents. As the world shifted
to an anywhere workforce amid the pandemic,
we witnessed attacker strategy evolve, becoming
much more destructive and sophisticated than
ever before.

In the fourth annual Modern Bank Heists report,
we interviewed 126 CISOs, representing some of
the world’s largest financial institutions, regard-
ing their experiences with cybercrime campaigns.
Given the nature of its business, the financial sec-
tor has established robust security postures and
fraud prevention practices. However, they are
facing an onslaught of sophisticated cybercrime
conspiracies. Attacks against financial institutions
more than tripled last year. This stark reality can
be attributed to the organized nature of cyber-
crime cartels and the dramatic increase in sophis-
ticated cyberattacks. The goal of this year’s report
was to understand how offense should inform the
financial sector’s defense.

Here’s an overview of some key findings:

From heist to hostage: 38%* of financial institu-
tions experienced an increase in island hopping,
escalating a heist to a hostage situation. Cyber-
crime cartels understand the interdependencies of
the sector and recognize that they can hijack the
digital transformation of the financial institution
to attack their customers. They use brand trust (of-
ten times trust that’s been built up over hundreds
of years) against the bank’s constituents by com-
mandeering its assets. *Note: This excludes Solar-
Winds.

Increased geopolitical tension and counter IR trig-
gering destructive attacks: There’s been a 118% in-
crease in destructive attacks as we see geopolitical
tension play out in cyberspace. Russia, China and
the U.S. underground posed the greatest concern
to financial institutions. It is also worth noting that
cybercriminals in the financial sector will typically
only leverage destructive attacks as an escalation
to burn the evidence as part of a counter incident
response.

The digitization of insider trading: 51%K of fi-
nancial institutions experienced attacks targeting
market strategies. This allows for the digitization
of insider trading and ability to front-run the mar-
ket, which aligns with the strategies of economic
espionage.

Cybercriminals launch Chronos attacks: 41% of
financial institutions observed the manipulation
of time stamps. This is occurring within a sec-
tor that’s incredibly dependent on time given the
nature of its business. Because there’s no way to
insulate the integrity of time once deployed in a
time stamp fashion, this Chronos attack is quite
pernicious.

As the threat landscape evolves, so will the tactics,
techniques and procedures of cybercrime cartels,
as seen in the above findings.

These groups have become national assets for
the nation-states who offer them protection and
power. In tandem with this, we've seen traditional
crime groups digitize over the past year as the pan-
demic hampered them from conducting business
as usual. This has popularized the industry of ser-
vices provided by the dark web, increased collabo-
ration between cybercrime groups, and ensured
cyber cartels are now more powerful than their
traditional organized crime counterparts.

So, how should the financial industry respond? To
start, here are a few strategies for security teams:
Conduct weekly threat hunting and normalize it
as a best practice to fuel threat intelligence. We
were happy to hear from the CISOs we spoke with
that 48% already conduct weekly threat hunts.
Integrate your network detection and response
with your end-point protection platforms.

Apply “Just in time” administration.

Deploy workload security.

The game has changed, and so must the finan-
cial sector’s security strategy. Safety and sound-
ness will only be maintained by empowering the
CISO. 2021 should be the year that CISOs report
directly to the CEO and be given greater author-
ity and resources. Bob Parisi, Head of Cyber So-
lutions — North America, Munich Re, echoed the
importance of up leveling the role of the CISO as
cyberattacks surge: “The report’s findings around
an increased level of destructive attacks and island
hopping makes it clear that financial institutions
remain in the crosshairs. VMware’s recommen-
dation that CISOs should be elevated to C-level
aligns with the fact that cyber risk is an operation-
al risk that needs to be managed across a spectrum
of technology, process and people, including the
use of financial instruments like cyber insurance”
It's no longer a matter of if, but when “the next
SolarWinds” will occur. As a result, cybersecurity
must be viewed as a functionality of business ver-
sus an expense. Trust and confidence in the safety
and soundness in the financial sector will depend
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