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Human Development Report says business as usual will not solve 2019
new generation of inequalities

By ; Nelly All — Adel Farig

The demonstrations sweeping across the world today
signal that, despite unprecedented progress against
poverty, hunger and disease, many societies are not
working as they should. The connecting thread, ar-
gues a new report from the United Nations Develop-
ment Programme (UNDP), is inequality.
“Different triggers are bringing people onto the streets
-- the cost of a train ticket, the price of petrol, de-
mands for political freedoms, the pursuit of fairness
and justice. This is the new face of inequality, and as
this Human Development Report sets out, inequality
is not beyond solutions,” says UNDP Administrator,
Achim Steiner.

The 2019 Human Development Report (HDR), en-
titled “Beyond income, beyond averages, beyond
today: inequalities in human development in the
21st Century,” says that just as the gap in basic liv-
ing standards is narrowing for millions of people, the
necessities to thrive have evolved.

A new generation of inequalities is opening up,
around education, and around technology and cli-
mate change -- two seismic shifts that, unchecked,
could trigger a ‘new great divergence’ in society of
the kind not seen since the Industrial Revolution, ac-
cording to the report.

In countries with very high human development, for
example, subscriptions to fixed broadband are grow-
ing 15 times faster and the proportion of adults with
tertiary education is growing more than six times
faster than in countries with low human development.
“What used to be ‘nice-to-haves’, like going to uni-
versity or access to broadband, are increasingly
important for success, but left only with the basics,
people find the rungs knocked out of their ladder to

the future,” argues UNDP’s PedroConceigdo, Direc-
tor of the HDR team, which pioneers a more holistic
way to measure countries’ progress beyond econom-
ic growth alone.

The report analyzes inequality in three steps: beyond
income, beyond averages, and beyond today. But the
problem of inequality is not beyond solutions, it says,
proposing a battery of policy options to tackle it.
Thinking beyond income

The 2019 Human Development Index (HDI) and its
sister index, the 2019 Inequality-Adjusted Human
Development Index, set out that the unequal dis-
tribution of education, health and living standards
stymied countries’ progress. By these measures, 20
per cent of human development progress was lost
through inequalities in 2018. The report, therefore,
recommends policies that look at but also go beyond
income, including Early ¢hildhood and lifelong in-
vestment: Inequality begins even before birth and

can accumulate, amplified by differences in health
and education, into adulthood. For example, children
in professional families in the United States are ex-
posed to three times as many words as children in
families receiving welfare benefits, with a knock-on
effect on test scores later in life. Policies to address
it, therefore, must also start at or before birth, includ-
ing investing in young children’s learning, health and
nutrition.

Productivity: Such investments must continue
through a person’s life, when they are earning in
the labour market and after. Countries with a more
productive workforce tend to have a lower concen-
tration of wealth at the top, for example, enabled by
policies that support stronger unions, set the right
minimum wage, create a path from the informal to
the formal economy, invest in social protection, and
attract women to the workplace. Policies to enhance
productivity alone are not enough, however. The
growing market power of employers is linked to a
declining income share for workers. Antitrust and
other policies are key to address the imbalances of
market power.

Public spending and fair taxation: the report argues
that taxation cannot be looked at on its own, but it
should be part of a system of policies, including
public spending on health, education, and alterna-
tives to a carbon-intensive lifestyle. More and more,
domestic policies are framed by global corporate
tax discussions, highlighting the importance of new
principles for international taxation, to help ensure
fair play, avoid a race to the bottom in corporate tax
rates, especially as digitalization brings new forms
of value to the economy, and to detect and deter tax
evasion.
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By ; Ahmed Soliman — Shaima Hassan

VMware is participating in Abu Dhabi Digital Authori-
ty’s inaugural Digital Next Summit, showcasing its latest
solutions to aid digital transformation and highlighting
the changing nature of applications.

As part of VMware’s participation, Joe Baguley, VP
and CTO, EMEA, VMware, delivered a keynote speech
about the changing nature of applications and their role
in digital transformation.

Baguley explained how application development is un-
dergoing a sea-change led by cloud, 5G, Al and edge
technologies, which will open immense opportunities for
apps to empower digital transformation. Baguley added
that organizations need to think differently about build-
ing, running and securing apps while embracing the op-
portunity to create better citizen experiences.

VMware’s participation at the event builds on its existing
partnership with ADDA. Earlier this year, VMware and
ADDA announced a collaboration which will see ADDA
leverage a range of VMware solutions. This includes dig-
ital solutions to support Abu Dhabi’s unified government
services platform, TAMM.

Thanks to Abu Dhabi’s government-led innovation, the
UAE ranks in the Top 3 countries in the Northern Africa
and Western Asia in the World Economic Forum’s Global
Innovation Index 2019.

The ability to develop and run secure and seamless ap-
plications, across clouds, is widely viewed as being criti-
cal to the next wave of digital transformation, which has
itself become a top priority for organisations in the GCC
and wider Middle East.

VMware is taking a leading role in empowering organi-
zations to digitally transform with apps. Last month,
VMware announced the rapid advancement of VMware
Tanzu, a new portfolio of products and services designed
to transform the way enterprises build, run and manage
software on Kubernetes. VMware unveiled a beta pro-
gram for both Project Pacific and VMware Tanzu Mis-

Etisalat Misr tests 9G on commercial net-
work with Ericsson

VAl
ERICSSON E:tifﬁét

By ; Saber Mohamed

Etisalat Misr managed to test 5G dur-
ing Cairo ICT 2019, reaching remark-
able speeds of 1.4 Gbps. This proof of
concept is a step in 5G readiness.

The successful trial represents an im-
portant milestone for Etisalat as tech-
nology leaders. It also exemplifies
Etisalat and Ericsson’s commitment to
develop and test new use cases and ap-
plications, which can benefit both con-
sumer and enterprise.

Khalid Murshed, Etisalat CTO says:
“Our 5G trial with Ericsson is a continu-
ation of our successful partnership and
our journey together to offer the latest

and most innovative technologies to
our subscribers and different business
applications.”

Ekow Nelson, Vice President at Erics-
son Middle East and Africa, says: “5G
enables the use of different spectrum
bands to deliver faster speeds, more ca-
pacity and lower latency. Together with
Etisalat; we are making great strides to
demonstrate first-hand, benefits of this
new technology.”

Such new technologies open the door
for innovating new use cases and ser-
vices as well as industrial applications
that would benefit from real-time con-
nectivity and superior bandwidth.

, For reuse: Microsoft confirms 44 million
unsafe passwords

word when trying to sign in
Microsoft services, such as
the Xbox game service, Of-
fice software, and Outlook
email.

The Microsoft test showed
the reason why IT experts
warn against using the same
password in several services
or accounts on the web, as
the user must use an indi-
vidual password for each
service and account on the
Internet.

The user can use the pass-
word management software
to be able to use a single password for
every service on the web such as the free
tool integrated in the Mozilla Firefox
browser or the open source Keepass pro-
gram, in addition to the existence of smart
phone applications from the password
management software.

Information technology experts always
recommend the use of the 2FA two-factor
authentication function as long as they are
available in web services and accounts,
where the user must enter a second code
in addition to the user name and password,
and this code is usually sent via SMS or
it is created through SMS Authentication
applications, and there is a method that re-
quires connecting U2F-USB units to com-
puters when you want to log in in order to
identify the user.

By: Nelly All — Adel Farig

Microsoft Corporation for International
Software confirmed that there are more
than 44 million unsafe passwords with
different services, given that these words
are used many times by users.

Microsoft made it clear that by comparing
more than 3 billion logins with other cor-
porate services, which were posted online
through cyber attacks or data leaks.
Microsoft added that the scanning process
was limited to passwords, which were
used multiple times in the period from
January to March 2019, and the company
compared the passwords of users with the
leaked login data on the Internet, and pub-
lished these results in its security report.
Microsoft indicated that it forced users to
change passwords, by displaying a dialog
box asking the user to change the pass-

First Time in 19 Quarters

By ; Wasem Emam — Saber Mohamed

The Middle East and Africa (MEA) personal
computing devices (PCD) market, which is
made up of desktops, notebooks, worksta-
tions, and tablets, has recorded its first year-
on-year growth in 19 quarters, according to
industry analysis conducted by International
Data Corporation (IDC). The global tech-
nology research and consulting firm’s latest
Quarterly PCD Tracker shows that a total of
5.3 million units were shipped across the re-
gion in Q3 2019, an increase of 5.5% on Q3
2018.

“The primary driver was the Turkish market,
where a much stronger-than-expected recov-
ery in shipments caused astounding growth
when compared to the same quarter last year,”
says Fouad Charakla, IDC’s senior research
manager for client devices in the Middle East,
Turkey, and Africa. “The Turkish market suf-
fered tremendously in Q3 2018 due to the
weakened Turkish currency against the U.S.
dollar. This caused the prices of all imported
products, including PCDs, to rise significant-
ly and thus inhibited demand. However, the
market seems to be adjusting to the new real-
ity as shipments are rising again.”

Another key driver was a huge tablet deal
delivered into Kenya’s government sector of
Kenya made up of more than 150,000 tablets
primarily for the purpose of conducting the
country’s national population census. Saudi
Arabia also experienced significant year-on-
year growth as shipments in the correspond-
ing quarter of 2018 suffered drastically due

sion Control, and outlined the details of a new VMware
loud Native Master Services Competency.

Middle East & Africa Personal Computing Devices Market Grows for
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to the implementation of new import regula-
tions by the Saudi government around that
time.

Nigeria was another driver of growth in Q3
2019 as the country continues its gradual
recovery from the economic struggles it has
been experiencing for the past couple of years.
Meanwhile the region’s other key markets —
namely South Africa, the UAE, and Egypt —
all experienced year-on-year declines in PCD
shipments.

In the PC segment, the top three vendors ce-
mented their positions after each recording
year-on-year growth in their shipments. HP
continued to lead by a significant margin,
with Lenovo and Dell placing second and
third, respectively.

Middle East & Africa PC Market Vendor

Shares — Q3 2018 vs. Q3 2019

Company Q32018 Q3 2019

HPInc. 29.2% 28.8%

Lenovo 21.2% 23.2%

Dell 16.6% 15.8%

Others 33.0% 32.2%

In the tablet space, Huawei regained top spot
as Samsung dropped to second place after
experiencing a sharp dip in shipments. Apple
maintained its place in third position.

Middle East & Africa Tablet Market Vendor
Shares — Q3 2018 vs. Q3 2019

Company Q32018 Q3 2019

Huawei 13.7% 14.8%

Samsung22.5% 14.8%

Apple  9.6% 10.2%

Others 54.2% 60.3%

Looking ahead, the market’s growth trajec-
tory is expected to be short-lived, with IDC
forecasting a 10.0% year-on-year decline in
PCD shipments for the MEA region in Q4
2019. The main cause of this downturn is that
there will be no repeat of the massive educa-
tion deal that was delivered in Egypt in Q4
2018. Another factor is the weakening de-
mand for slate tablets as a growing number of
end users across the region shift their usage
from slate tablets to smartphones. This will
lead to year-on-year declines in key markets
such as Saudi Arabia, South Africa, and the
UAE, although Turkey will once again see
growth as the country continues its path to re-
covery from the slowdown experienced last
year.

During Rice Up: Yanzo from Dubai wins first place and 60 thousand
dollars .. And PayNas from Egypt wins second place and 30 thousand dol-
1ars with the “Pitch hy the Pyramid” competition

By:Shaima Hassan — Ahmed Soliman

The Rise-Up Summit announced the winners
of the first multi-stage regional competition to
present ideas, “Pitch by the Pyramids”, which
was held at the Giza Pyramids on the eighth
of December, in conjunction with the Rise-Up
Summit 2019. Yanzo, a personal assistant at
the request of Dubai, received a voting award
The audience won a prize of $ 60,000, and Pay-
Nas, a platform and cloud management of hu-
man resources and payments from Cairo, won
the second prize of § 50,000 from early-stage
corporate finance institutions and 500 Startups
support programs according to due diligence
procedures

As for the two companies Receet, which is a

platform for the application of digital receipts
via mobile phone from Ramallah, and Cloud-
Sale, a platform for electronic purchases sys-
tem for small and medium companies from
Beirut, they got “VIP” tickets to attend the
Dubai Expo 2020 provided by SABB Egypt, in
addition to receiving a lease My office for a
year in Dubai from the Dubai Airport Freezone
(DAFZA), while Amjad, which provides elec-
tronic services for energy management from
Cairo, received a “VIP” ticket to attend the
Dubai Expo 2020 presented by SABB Egypt,
and 10 other companies received invitations
to attend Dubai Expo 2020 All the companies
participating in the competition received free
purchases $ 2000 worth of Amazon cloud com-
puting services.

The jury included Hassan Haydar, a partner at
500 Startups, Ansi Sawiris, the managing part-
ner H.O.F Capital, Kamran Ilahian, president
and co-founder of Global Catalyst Partners,
Karim Bishara, co-founder, Accelero Capital,
and Hanan Abdel Majeed, founder and chair-
man of Kamelizer.

Mohamed Jaafar, co-founder of the winning
company Yanzo, stated: “We cannot describe
our appreciation for the appreciation we re-
ceived after the great effort that we made, and
there is still a long way to go. I would like to
thank RiseUp and everyone for giving us this
opportunity.”

Dina Al-Titi, Vice President of Business De-
velopment at Receet, one of the winning com-
panies, said: “We are very happy with the
users’ satisfaction with our product, which
means that we are on the right track. We are
all enthusiastic to revolutionize the market and
change the world.” As for Abdel-Hamid Sha-

rara, co-founder and CEO of RiseUp, he said:
“The Pitch by the Pyramids” competition was a
concept that we had been looking for years ago,
and today finally we started reaping the fruits
of this important event. And it also began with
a dream that we link the innovation of the ages.
Old Innovations of the Future, out of 1,000
contestants, 139 startups participated, and 14
of them displayed their ideas here today.

The competition included those who qualified
from 7 cities for start-up companies in different
regions in the Middle East and Africa to reach
the final event, and the regional partners from
each city, which are Cogit Group Workspaces
in Tunisia, Wamda in Dubai, Social & Tech in
Amman and Ramallah, and Space in Riyadh,
and Startup Grind Co. in Beirut, by organizing
qualifications for the participating companies,
and the best and most innovative companies
were chosen to reach the final event that was
held in Cairo. Prior to the final event held today,
Sunday, December 8, an expert was appointed
to advise all emerging companies that have
reached the final stage in their field of work in
order to support the growth of those companies
during the competition, and the companies
participating in the competition presented their
ideas to a number of invitees, including com-
panies Capital and investors, in addition to an
extensive media presence, which ensured the
emergence of the ideas of these companies in
the largest number of media outlets for upcom-
ing business activities.
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By ; Nelly ALL — Adel Farig

Dr. Ghada Wali, Minister of Social
Solidarity, Chairman of Nasser Social
Bank, and Dr. Amr Talaat, Minister
of Communications and Information
Technology, witnessed the signing of
a memorandum of understanding be-
tween Nasser Social Bank and Orange
Telecom to enhance cooperation be-
tween the two parties to work on youth
employment and expansion of digital
financial services as well as expanding
the provision of Integrated communi-
cations services in all governorates of
Egypt. The memo was signed by Dr.
Sherif Farouk, Vice Chairman and
Managing Director of the Bank, Engi-
neer Yasser Shaker, CEO and Manag-
ing Director of the company.
The Minister of Solidarity indicated

that the bank attaches great importance
to society by creating partnerships and
mobilizing the efforts and capabilities
of the various institutions to work to
reach the widest benefit through its
various partnerships with civil soci-
ety institutions to enable them to work,
production and effective economic
participation, along with interest in hu-
man development and social and eco-
nomic projects to convert idle energies
into energies Productive and effective
society to work to combat unemploy-
ment and the advancement of young
people and encourage them to invest

Dr. Amr Talaat also indicated that to-
day’s agreement represents a model of
partnership between the government
and the private sector and a new step
towards building digital Egypt, point-

ing to the fruitful cooperation between
the ministries of communications,
information technology and social
solidarity to provide distinguished ser-
vices to citizens, the most important of

which is to benefit from post offices
spread all over Egypt To pay pensions,
in addition to cooperating in imple-
menting the Tech Function initiative.

Dr. Sharif Farooq added that the

purpose of the Memorandum of Un-
derstanding is to define the terms
and conditions according to which
the cooperation agreement will be
drafted between the company and the
bank as according to this agreement,
outlets will be established to distrib-
ute Orange products and services in
addition to the different bank ser-
vices to facilitate its customers and a
unified design will be made For these
outlets, and with a unified logo at the
level of the republic with the aim of
preserving the cultural appearance,
indicating that the goal of this coop-
eration is to provide job opportuni-
ties for youth to achieve the goals of
sustainable development and achieve
the optimal exploitation of available
resources, to employ young people

to ensure a decent life for them and
their families, In implementation of
the decisions of President Abdel Fat-
tah Al-Sisi, it is necessary to support
young people.

Engineer Yasser Shaker, CEO and
Managing Director of Orange Egypt,
explained that this agreement is one of
the successful examples of partnership
between the private sector and the pub-
lic sector by supporting the Ministry of
Social Solidarity, which contributed to
achieving this fruitful result.

“We are proud to be able to deliver digi-
tal services to more than 150 villages
in remote areas as a first stage, which
in turn will provide government servic-
es faster and easier and will also con-
tribute to providing job opportunities
for young people,” he added.

Google Makes Products More Helpful In Arabic, and 1m USD grant for a digital skills program

By ; Nelly All — Adel Farig

Google made a series of announcements
today, at its largest event in the region, in
a commitment to make its products more
helpful to the Arab world. The announce-
ments are new features on Google Search,
the launch of Google Assistant in 15 new
countries, a new safety feature on Maps
and one million USD grant to scale digital
skills programs next year.

Lino Cattaruzzi, Managing Director for
Google in the Middle East and North Af-
rica, said: “Every day, people in the Mid-
dle East and North Africa turn to Google
for help, to get things done and to learn
new things. Over the years, we’ve im-
prov
bic, whether that was on Search, Assistant,
Maps or YouTube. We are committed to
making our products more helpful to peo-
ple in the Middle East and North Africa,
and to scale our digital skills program to
open opportunities for more people.”

The announcements include A richer, more
visual Search experience in Arabic , A new
display of information in a simple one box

related to movie timings, music and sports

d how our products work for in Ara- - three of the top things people search for

in Arabic , Cameos - a new feature that al-
lows public personalities, actors and artists
to post videos on the Search homepage
where they answer popular questions ad-
dressed to them.

Google Assistant in 15 Arab countries -
Google’s virtual assistant, designed to help
people get things done like making calls,
playing music and navigate traffic, will be
available in Arabic and will understand the

local dialects in 15 countries - United Arab
Emirates, Yemen, Oman, Kuwait, Bah-
rain, Qatar, Iraq, Morocco, Algeria, Tuni-
sia, Libya, Lebanon, Jordan, Palestine and
Mauritania. The Assistant was launched
earlier in 2019 in Egypt and Saudi Arabia.

Updates on Google Maps Stay Safe - a
feature that gives users an “off-route alert”
when a driver has deviated from the sug-
gested route by more than 500 meters, with
an option to share live trip update with
friends and family.

Motorcycle mode in Egypt - a feature to
help Egyptian motorcyclists navigate traf-
fic and avoid congested routes

$1 million grant in digital skills - Google.
org is regranting Injaz, an NGO that spe-
cializes in youth training, $1 million to
scale digital skills trainings in Arabic, to
reach a further 100,000 people in 2020.
The Google for MENA event was attended
by hundreds of people representing gov-
ernment, business leaders, developers and
entrepreneurs.

In 2018, Google launched an Arabic digi-
tal skills program, “Maharat min Google,”
which has reached more than 500,000
young people, women and underprivileged
students in the MENA region. 130,000 of
those were able to find jobs, grow their ca-
reers and their businesses.
A 2019 research by Public First research
company estimates that 89% of people
in the UAE and Saudi Arabia use Search
once a month to learn a new skill, and 80%
of online Egyptians use Google Search
because it provides new information not
available by other means.

Property Finder holds an event to raise awareness of the most
appropriate ways for online real estate marketing-

By ; Adel Farig

In its mission to provide the best solutions
to promote the real estate sector, increase the
demand for units and its continuous commu-
nication with clients regarding the best ways
to showcase real estate units via its platform,
Property Finder, the leading real estate online
marketplace, held an event for their cli-

ents so that they can learn about the
best methods to list their units on
Property Finder in order to reach
the target audience, securing
more views for these units.

The event discussed the opti-
mal way on how listings should
appear on Property Finder, the
clients’ part in showcasing their
units, and the role of social me-
dia such as WhatsApp to increase
the demand for the units offered. It

also discussed a number of other focal
points that enable companies to take appropri-
ate solutions to reach the target audience and

increase the demand for their listings.

On this matter, Shady Al-Safty, Sales Manager
at Property Finder, confirmed that the better
the quality of a displayed unit, the more likely
it will appear on Property Finder and priority
in order, it will also be highly viewed by the
target audience and attract more users to these

units thus boosting sales.

He explained that Property Finder is
holding this event out of its keenness to
communicate directly and interact with its
clients to discuss the best solutions and tech-
nologies as well as the ways to display ads
for their units, which can be used to stimulate
sales, and provide the local market with its
need for units from various categories.
Al-Safty mentioned that statistics show
50% of Property Finder users pay more
~attention to the details and descrip-
| tion of the unit, stressing that using
| Property Finder to showcase units
that are for sale helps radically in
delivering these units to their tar-
| geted audience.

He added that a key part of the
¥ increase in demand for the unit
 displayed on Property Finder is the
credible and clear information posted

about the units. Property Finder launched
the instant messaging feature via WhatsApp in
the first half of the year, with a great outcome,
that 40% of the website users head to use this
feature.
The workshop played a great community role
for Property Finder, which does not only pro-
vide the easiest, quickest and safest ways for
developers and brokers to reach their target
audience, but it also extends to discuss the
best routes to real estate digital marketing.

Essam Al-Sagheer: Cairo’s hosting of the “Ecom Africa” Forum confirms
Egypt's leadership in the field of postal and logistic services

Kaspersky: More than half of Arab citizens polled jeopard-
ise their privacy and security by using pirated Software

By ; Wasem Emam
Kaspersky has conducted a survey on
software usage and IT security attitudes
among Digital Natives and Digital Im-
migrants, in collaboration with popular
Arabic technology news portal — AIT-
news. With inputs from more than 1,700
Arab respondents across the world, the
survey uncovered that 37 per cent al-
ways download pirated software and
applications, and 20 per cent do this
sometimes. More than half (52 per cent)
of these Internet users say that they al-
ways check and verify the source of their
applications and software before down-
loading, even though experts agree that
the sources of pirated software are rarely
reliable and secure themselves. A full
61 per cent are aware of the privacy and
security risks associated with unverified
downloads, but still use pirated software
or applications instead of investing in au-
thentic versions.

The study revealed that 56 per cent be-
lieve that buying authentic software is
expensive. While they are aware that pi-
rated products such as antiviruses do not
function as well as the genuine product,
they are willing to accept the risk as long
as they are not required to pay. A third
(32 per cent) believes that free versions

are as good as the purchased version,
even though vendors are always forth-
coming about the limited functionality
of freeware.

Maher Yamout - Senior Security Re-
searcher at Kaspersky, said, “The good
news that we can take away from this is
that a majority of people are convinced
of the importance of using genuine soft-
ware. The results of this survey, however,
show that there is still an awareness gap
about the potential for harm from pirated
versions, as unverified software can ex-
pose the user to an even greater number
of threats, and compromise their privacy
or security. We strongly believe that pi-
rated security software only provides the
illusion of security, and there will be a
price to pay. Very often, free versions
from security vendors provide average
results but paid versions are guaranteed
to offer more advanced solutions and
features that cover wider security areas.
We urge users to denounce piracy, and to
ensure that the software they use is al-
ways genuine and updated.”

On a positive note, 43 per cent always
access software and applications from
verified sources. This access includes
paying for the solution, or downloading
authentic versions from vendors.

— )

Security Writer at ESET

First BlueKeep attacks prompt
fresh warnings

Ever since it was discovered six months ago, the Blue-
Keep vulnerability has had (not only) the cybersecurity
community concerned about impending WannaCryp-
tor-style attacks. Earlier in November, Microsoft to-
gether with security researchers Kevin Beaumont and
Marcus Hutchins shed light on the first malicious cam-
paign that was aimed at exploiting the critical remote
code execution (RCE) flaw. The attacks targeted un-
patched vulnerable Windows systems to install cryp-
tocurrency mining software, but were a far cry from
the damage caused by WannaCryptor aka WannaCry
in May 2017.

Tracked as CVE-2019-0708, BlueKeep was found in a
Windows component known as Remote Desktop Ser-
vices. It affects machines running unpatched versions
of Windows XP, Windows Server 2003, Windows Vis-
ta, Windows Server 2008, Windows 7 and Windows
Server 2008 R2. Unfortunately, there is still a great
number of systems that haven’t been patched, even
though Microsoft rolled out the patch on May 14th.
The first instances of the coin mining campaign date
back to October 23rd. Upon further inspection by Mi-
crosoft researchers, they found that an earlier campaign
that occurred in September used a main implant that
contacted the same command-and-control (C&C) serv-
ers as the October attack. Machines in a number of
countries were affected, including France, Russia, Italy,
Spain, Ukraine, Germany, and the United Kingdom.
The attackers have used a BlueKeep exploit that was
released by the Metasploit team in September. They
would first sweep the internet for machines with vul-
nerable internet-facing RDP (Remote Desktop Proto-
col) services, then deploy the exploit and install the
cryptocurrency mining software.

The exploit is unstable as can be seen by the multiple
recorded RDP-related crashes that were reported by the
Microsoft security signals. The crashes were also the
reason the attacks were uncovered in October by secu-
rity researcher Kevin Beaumont after he reported that
his honeypots were crashing.

While the attack may seem underwhelming considering
the media coverage the BlueKeep vulnerability has re-
ceived, the worst may still be in store. The vulnerability
is ‘wormable’, which means that future exploits might
use it to spread malware within or outside of networks
in similar ways to what was seen with WannaCryptor.
The gravity of the situation should not be underesti-
mated, with Microsoft issuing three alerts since May
and urging its users to patch and update vulnerable
machines. Earlier this year, the United States’ National
Security Agency (NSA) and the Cybersecurity and In-
frastructure Security Agency (CISA) have issued rare
warnings of their own. Recently the Australian Signals
Directorate’s Australian Cyber Security Centre (ACSC)
has also echoed the warnings and urged vigilance.

N—

Emerson launches lloT-enabled Connected Services to support multiphase

flow meters in unconventional shale

By ; Wasem Emam — Ahmed
The Ecom Africa Forum concluded its tenth session, which was
hosted by Egypt under the auspices of Dr. Amr Talaat, Minister of
Communications and Information Technology, with the participa-
tion of the managers of the African and International Postal Union
and all executives of postal institutions in Africa.

For his part, Essam Al-Saghir, Chairman of the Egyptian Post
Board of Directors, said that the holding of a forum attended by
all heads of postal, African and Arab bodies in Egypt is a historic
event that calls for pride and confirms Egypt’s leadership in the
field of postal and logistic services.

Issam Al-Sagheer pointed out that this forum holds a special impor-
tance as it dealt with many important pivotal issues that concern the
future of postal work at the African level, noting that the Egyptian

Post seeks to facilitate electronic commerce between African coun-
tries, especially after the establishment of the logistical collection
center for Egyptian Post in Cairo Airport, as it is A number of mem-
oranda of understanding were signed with many African countries,
including Nigeria, Cote d’Ivoire, Equatorial Guinea, Libya, Mada-
gascar, Sudan, Jordan, Cameroon, Togo, Gambia, Mauritania and
Guinea Conakry, to allow electronic shopping for customers of
those countries from The United States of America, England, and
China via the Egyptian mail through the logistical gathering center
in Cairo, noting that encouraging e-commerce between African
countries and exploiting the technological progress reached by the
Egyptian mail led to thinking about the existence of an e-commerce
platform The Egyptian Post clarified the first to establish the Post
Mall website to be an electronic commerce platform with African
countries. After the assignments of President Abdel Fattah El-Sisi,
which aims to establish an African digital platform for electronic
commerce, serious steps were taken to implement these assign-
ments as soon as possible as one of the main topics on the confer-
ence agenda. Al-Sagheer added that hosting the Egyptian Post for
this conference comes in support of efforts to open new fields to
provide postal services for African and Arab countries. The attend-
ance of Pascal Cliffs, Deputy Director General of the Universal
Postal Union and Younis Jabreen, Secretary-General of the All-
African Postal Union, in addition to more than 200 postal leaders
in Africa and countries The Forum’s activities and workshops em-
phasize the support of international bodies for Egypt at all levels.

By ; Saber Mohamed — Shaima Hassan
Oil and gas producers have a new means of optimizing
wellhead production that lowers operating costs while in-
creasing safety, thanks to a newly launched service from
Emerson that leverages cloud-based technologies to re-
motely monitor flow meter performance at the wellhead.
The Roxar 2600 Multiphase Flow Meter Performance
Monitoring service provides operators with actionable
recommendations to optimize meter performance and en-
able proactive maintenance, based on advanced, continu-
ous data collected from an onsite multiphase flow meter
and analyzed remotely by Emerson’s experts.
Specifically, the service delivers performance monitor-
ing of Emerson’s Roxar 2600 Multiphase Flow Meters,
which have been used in the oil and gas industry for more
than 25 years to accurately measure well production rates.
The Roxar 2600 Multiphase Flow Meter platform offers
solutions for well testing, unmanned wellhead platforms,
production metering, wellhead monitoring, and shale oil
applications. Using next-generation network technology,
Emerson experts can remotely deliver advanced diagnos-
tics, data interpretation and reporting from the multiphase
flow meters on a regular schedule.

As the industry is in the midst of a digital evolution, Em-
erson is supporting operators in their transition to new
metering technologies with remote support. Emerson ex-
perts provide guidance, from installation and calibration
to data-driven recommendations for optimizing opera-

tions. To achieve this, the service utilizes secure connec-
tivity architectures for the safe transfer of data from the
flow meter to the cloud where it can be analyzed. This
enables issues to be identified without having to send
personnel to the field and before they become larger
problems that impact production. Periodic performance
reports, regular ongoing data sharing, and evaluation of
meter performance provide operators with a complete
overview of operational continuity, while also forming
the foundation of a proactive planned site activity and
maintenance strategy. The monitoring of multiphase flow
meters is the latest service in an expanding portfolio of
remote monitoring solutions for equipment and processes
offered through Connected Services. Emerson Connected
Services leverage expertise to improve reliability and
performance of critical equipment. Connected Services
are Emerson service offerings where data is collected
from critical equipment and securely sent to Emerson ex-
perts so that they can make actionable recommendations
to enable proactive and predictive maintenance. Connect-
ed Services leverage decades of Emerson’s deep domain
expertise, making use of technology to capture data from
a variety of devices and deliver it to applications and ex-
perts who, in turn, provide valuable insights. The service
is part of the company’s PlantwebTM digital ecosystem,
a scalable portfolio of technologies, software and ser-
vices that enable significant performance improvement
through the digital transformation of operations.
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